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Intr oduction

A centralproblemin software developmentis to assurethat a
complex programactuallymeetsits requirements.Thisproblem
is most urgent in applicationssuchas the control of radiation
therapy machines,whereexecutionof theprogramcanhave ir-
reversiblehumanconsequences.

The problemis difficult for at leasttwo reasons.First, there
is the sheermassof detail that mustbe handledcorrectly: the
written requirementsfor our machine’s control programcom-
prisehundredsof pagesof prose,andtheprintedprogramlisting
compriseshundredsof pagesof programminglanguagestate-
ments(code)1. Theseconddifficulty arisesbecausethetwo de-
scriptionsare so different. The requirementsareexpressedin
Englishproseorganizedto bemeaningfulto themachine’susers
andmaintainers,while the programis expressedin a machine-
readablecodeorganizedto be efficiently executedby the com-
puter. Thereis no obvious(simple,one-to-one)correspondence
betweenthe two. Yet we mustsomehow derive the codefrom
therequirements.This is thedesignproblem.Thenwe areob-
ligated to show that the codesatisfiesthe requirements— not
approximately, but exactly, with no errorsor omissionsandno
extra (undocumented)behavior. In the courseof this effort we
shoulddiscover and correctall errors that might have serious
consequences.This is theassuranceproblem. How shouldwe
solve thesetwo problems?

Theusualapproachto solvingbothproblemsis to createone
or moreintermediatedescriptionsbetweentherequirementsand
thecode.This description(or collectionof descriptions)is usu-
ally calledthedesign. It helpsto solve bothproblemsby replac-
ing thehugeleapfrom requirementsto codewith smallersteps,
whichshouldbeeasierto create(design)andjustify (assure).

The choiceof designmethodand notationis an active area
of researchandcontroversy. For this projectwe choseto usea
formalmethodandexpressthedesignin a formalnotation. This
meansthat thedesignis a collectionof mathematicalformulas.
In theliteraturethis is usuallycalleda formalspecification(even
thoughit oftenservesasthedesign).

We expectedtwo benefits.First, we hopedto createa design
documentthat was more conciseand more clearly structured
thanwe could achieve with proseor diagrams,so it would be
moreconvenientto useasa guidefor coding,testplanning,and
assuranceactivities (reviews). Second,we hopedto applypow-
erful assurancetechniquesthatbecomepossiblewhena formal
specificationis available. A formal specificationis a kind of

1Most project documents are available at
http://www.radonc.washington.edu/physics/cnts/

mathematicalmodel,so it is sometimespossibleto infer or cal-
culateconclusive answersto questionsaboutproposedsystem
behaviors.

In particular, we hopedto demonstrateformally that the de-
taileddesignsatisfiesits safetyrequirements.Thecentralsafety
requirementis that the beamcanonly turn on whenthe actual
setupof the machineconformsto the prescriptionselectedby
the operator2. Checkingthis requirementmight reveal errors
that escapedetectionduring testingandreviews. To make the
safetyanalysispossible,theformal specificationmustexplicitly
describethe safestates.This information is not presentin the
programandcannotbeinferredfrom theprogram.

Our innovationin thisproject,whichwebelieve is anovel and
significantscientificcontribution, wasto createa formal speci-
fication of a radiationtherapy machinecontrol programin suf-
ficient detail that it couldbeimplementedandalsocouldbean-
alyzedto determinewhetherit satisfiesits safetyrequirements.
We codedthe programfrom the formal specificationand it is
now in usetreatingpatients.We alsoexperimentedwith formal
assurancemethods,but we reliedprimarily on traditionalassur-
ancemethods:testingandcodereviews.

Material and methods

We developeda new control programfor the isocentrictreat-
mentunit at theClinical NeutronTherapy System(CNTS)at the
Universityof WashingtonMedicalCenterin Seattle.Exceptfor
particletype, this machineis similar to a moderntherapy linac
with a leaf collimator. In July 1999our new programreplaced
themanufacturer’s originalprogramwhichhadbeenin usesince
the machinewasinstalledin 1984[1]. Therewasno re-useof
designor codefrom theearlierprogram.

Writing the requirements

The requirementsexpressthe propertiesthat the systemmust
have to be acceptableto its users,expressedin termsthat they
canunderstandandcritique. Theauthorsandreviewersinclude
thephysicistwhodefinedthephysicalandclinical requirements
for the original machine,engineerswho installedandmaintain
themachine,andclinical usersof themachine.Writing the re-
quirementswasa majorportionof thewholeprojecteffort, not
just a preliminary. It wasan indispensableprerequisiteto the
formal specification.

2Othersafetyrequirementsarehandledby hardware. Delegationof func-
tionsto hardwareor softwarefollows a hazardanalysisnot reportedhere.



Writing the formal specification

Theformal specificationis a collectionof mathematicalformu-
las that expressconstraintson the valuesof a setof statevari-
ables.

Thesetof statevariablesmustrepresentall pertinentfeatures
of thetreatmentmachineryandthetreatmentsession.Most ob-
viously, therearestatevariablesfor all theinputsandoutputsof
the control hardware: the commandedandachieved valuesfor
all the leaves,etc. Otherstatevariablesrepresentthe statusof
operationsin progress(timersareoneexample).Still morestate
variablesrepresenttheprescribedsettings(neededto checkthe
safetyrequirement)andthepatientandfield identificationused
to selecttheprescribedsettingsfrom theprescriptiondatabase.
We identified410scalarstatevariables.

We wrote formulasto expressthe constraintsthat musthold
amongthe valuesof thestatevariablesat all times. Thesefor-
mulasarecalled invariants. All safetyrequirementscanbeex-
pressedasinvariants.Theformulasaresimilarto thebooleanex-
pressionsavailablein mostprogramminglanguages:they eval-
uate to true in situationsthat satisfy the constraintsand false
otherwise.TheEnglishparaphraseof oneinvariantsays:“If the
beamis on, all leaves are within toleranceof their prescribed
values”.A conditionthatcausesaninvariantto evaluateto false
violatesa safetyrequirement. For example if any leaf is not
within toleranceof its prescribedvalue when the beamis on,
this invariantis violated3.

Theinvariantsexpresspreciselywhatit meansfor theprogram
to be in a safestate.Most of the valueaddedto theprojectby
the formal specificationinheresin the invariantsbecausethey
expressinformationthat is not presentin theprogramandcan-
not be inferredfrom theprogram.Theprogramcodeexpresses
a greatmany statetransitions. With greateffort, we might be
ableto analyzethecodeto determinethesetof reachablestates.
But this cannottell us if the reachablestatesaresafe. Thepro-
grammight beableto reachanunsafestate,dueto a designer’s
oversightor a programmingerror. In fact, the safetyanalysis
is actuallynothingmorethancheckingthat thesetof reachable
statesis a subsetof the setof safestates.For this we needan
explicit descriptionof thesafestateswhich is independentof the
program,andthatis whattheformal specificationprovides.

In additionto theinvariants,wealsowroteformulasto express
thestatetransitions.Unlike theinvariants,theseformulascorre-
spondcloselyto theprogramcode.However they arewritten in
the samemathematicalnotationas the invariants,andthey are
moreconcisethancodebecausethey only modelits effects,not
its details(for examplethereareno constructscorrespondingto
loopsin theformalspecification).Eachoperationisdescribedby
aformulacalledapreconditionwhichdescribesthestateswhere
theoperationcanbegin andanothercalledapostconditionwhich
describesthestateaftertheoperationcompletes(thepostcondi-
tion canbe a function of the precondition). We described105

3Theformulaparaphrasedif p thenq is falsewhenp is true andq is false,
andis true in all othersituations.

statetransitions.
Wewrotetheformalspecificationin Z [2], amachine-readable

notationfor logic, set theory and arithmetic. Z definesmany
constructsthat make it convenientto work with large numbers
of statevariables.Wewrote2103linesof Z.

Analysing the formal specification

A formal specificationmakesit possibleto performsystematic
analysesthat canreveal designerrors. Otherwise,theseerrors
might not be detecteduntil testing,andperhapsnot even then.
Someof theseanalysescan be performedautomaticallyby a
computerprogram.

Wecheckedfor syntaxandtypeerrors,usingatool similar to a
programminglanguagecompiler. This revealsmany of thecler-
ical errorsthatcancreepinto largedocuments(suchasdifferent
variableswith thesamename).

We alsocheckedfor domainerrors, usinganautomatedtheo-
remprover [3]. This canrevealerrorssomewhat like array-out-
of-boundserrorsin programminglanguages,wherea functionis
appliedoutsideits domain.

We checkedportionsof theformal specificationfor complete-
ness(thereis a specifiedresponseto all possibleinputs in all
possiblestates)anddeterminism(thereis just oneresponsefor
eachinput in eachstate).It shouldbepossibleto automatemuch
of this,but insteadwe inspectedpertinentexcerptsof theformal
specificationpresentedin a tabular format.

Ourmostimportantanalysiswasto checkthatthedetailedde-
signof theprogramcode(thestatetransitions)satisfiesits safety
requirements(the invariants). To demonstratesafetywe must
show thatevery reachablestateis safe.First, show that the ini-
tial statesaresafe.Then,for eachstatetransition,show thatif its
startingstateis safe,thenits endingstateis safealso.That’s all.
It is not necessaryto considerthepracticallyinfinite collection
of all possibleprogramexecutions(we neednot explicitly con-
structtheentire(huge!) setsof safestatesor reachablestates).
We needonly considerthe initial state(trivial) and then indi-
vidually analyzeeachof our 105 statetransitions(tediousbut
quite feasible). We checkthat eachtransitiondoesnot violate
any invariants.It is not necessaryto explicitly considerall pos-
siblevaluesof thestatevariablesbecausethetransitionsandthe
invariantsareboth representedsymbolically(with variablesin-
steadof explicit values). We needonly show that the formula
that describesthe transitionimplies the formula that expresses
the invariants. This is usuallya straightforward exercisein the
simplificationof logical expressions.Again, it shouldbepossi-
ble to automatemuchof this, but we usedinspection(by eye)
anda few pencil-and-papercalculations.

We also analyzedsomeof our design’s tasking and timing
propertieswith anexhaustive simulationtechniquecalledmodel
checking [4]. We expressedportionsof our designin a special
programminglanguageusedby thechecker. Thenweexpressed
certainrequirementsin anotherformal notationcalledCTL that
includestemporaloperatorssuchasuntil andeventuallysoit can



checkprogressproperties,not just invariance.Thechecker tool
constructsthe (very large but finite) set of statesreachableby
the(simplified)program,performingasimulationof all possible
programexecutions.Thetool checksthateachsimulatedexecu-
tion pathsatisfiestherequirementsexpressedin CTL. If it does
not, it prints the entire executionpath that containsthe error.
This techniquedependson constructinga much-simplifiedver-
sionof theprogramthatneverthelesscapturesthe requirements
of interest.

Writing and testing the program

Theformal specificationnot only supportedthesafetyanalysis,
it alsoservedasthedetaileddesignthatguidedcodingandtest
planning.Weusedno otherdesignnotation.

Codinga programfrom a formal specificationasdetailedas
oursis a straightforward exercise. Statevariablesin the speci-
ficationareimplementedby programvariables(of coursethere
aremany additionalprogramvariables:loop indices,etc.).State
transitionsareimplementedby functions.Usuallywecanimple-
menteachZ constructin lessthana pageof C codesoit is easy
to confirmthatthecodecorrectlyachievestheintentof its speci-
fication.Weperformedpencil-and-paperformalderivationsof a
few pagesof code,but we derivedmostof thecodeby intuition
andverified it by inspection,usingmethodsrecommendedin a
textbook[2]. Theprogramis 15,786linesof C code.

The formal analysesdescribedin the precedingsectionwere
appliedto theformalspecification,not thecode.It wasintended
to revealdesignerrors,andcannotrevealcodingerrors.Ourde-
velopmentmethodshouldensurethat, at worst, the codeonly
containstrivial logic errors.We usedcodeinspectionsandtest-
ing to detecttheseerrors.

Testingrevealed213codingerrorsduringdevelopmentbefore
theprogramwasconsideredcompleteand13 errorsduringtest-
ing of thecompletedprogram.

Resultsand discussion

Thenew programbeganclinical operationin July 1999. In the
first four monthsof use,six errorswere revealed. All six in-
volved incorrectwarningmessagesor incorrectrecord-keeping
by theprogram.At this writing (December1999),no moreer-
rors have appeared.The programhasnever set up a field in-
correctlyor enabledthebeamto turn on or remainon whenthe
machinewasnot setup correctly.

Conclusion

Thereis really only oneway to show that a programpossesses
any invarianceproperty(suchas safety): show that the set of
reachableprogramstatesis a subsetof the set of acceptable
(safe)programstates. Thereareonly two techniquesthat can
show this conclusively: theoremproving andmodelchecking.

Both techniquesrequireanexplicit descriptionof theacceptable
stateswhich is independentof theprogram.

Exceptfor testing,all othereffectiveassurancemethodscanbe
seenasmoreor lessinformal approximationsto theoremprov-
ing or modelchecking. Our contribution in this projectwasto
raisethe level of formality, thereby(we believe) improving the
effectivenessof the analysis.We have shown that it is feasible
to createanduseformal specificationsfor radiationtherapy ma-
chinecontrols.However, ourmanualanalysiseffort wastedious
andfallible. Theobviousnext stepis to investigatetheeffective-
nessof automatedtheoremproversandmodelcheckers.
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