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ABSTRACT

Digitally capturing and displaying real-time images of people in public places raises concerns for
individual privacy. Applying principles of Value Sensitive Design, we conducted two studies of
people’s social judgments about this topic. In Study I, 750 people were surveyed as they walked
through a public plaza that was being captured by a HDTV camera and displayed in real-time in the
office of a building overlooking the plaza. In Study II, 120 individuals were interviewed about the same
topic. Moreover, Study II controlled for whether the participant was a direct stakeholder of the
technology (inside the office watching people on the HDTV large-plasma display window) or an indirect
stakeholder (being watched in the public venue). Taking both studies together, results showed the
following: (a) the majority of participants upheld some modicum of privacy in public; (b) people’s
privacy judgments were not a one-dimensional construct, but often involved considerations based on
physical harm, psychological wellbeing, and informed consent; and (c) more women than men
expressed concerns about the installation, and, unlike the men, equally brought forward their concerns
whether they were The Watcher or The Watched.
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1. INTRODUCTION

Few would disagree that privacy represents an enduring human value, and in some form should be
protected in private contexts, such as the home. Some measure of privacy also exists in public places.
For example, before the advent of digital information systems, in a city relatively few people knew when
or where you went shopping or what you bought, even though the activity occurred in public purview.
Yet such forms of privacy can be undermined by the technological capture and display of people’s
images.

In the United States, a version of this problem surfaced as far back as the late 1800’s with the
introduction of photographic equipment. For example, Warren and Brandeis (1985) wrote in 1890 that
while in earlier times
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the state of the photographic art was such that one’s picture could seldom be taken without his
consciously ‘sitting” for the purpose, the law of contract or of trust might afford the prudent man
sufficient safeguards against the improper circulation of his portrait; but since the latest advances in
photographic art have rendered it possible to take pictures surreptitiously, the doctrines of contract
and of trust are inadequate to support the required protection. (p. 179)

Warren and Brandeis argued that “the protection granted by the law must be placed upon a broader
foundation” (p. 179).

With today’s technologies — such as surveillance cameras, Web cams, and ubiquitous sensing
devices — there is all the more cause to be concerned about privacy in public places (Nissenbaum, 1998).

In the human-computer interaction and computer supported cooperative work communities,
researchers have partly explored this topic through real-time video collected in one part of a work
environment and displayed in another. Some studies have involved “office-to-office” video connections
on desktop systems (Adler & Henderson, 1994; Dourish, Adler, Bellot, & Henderson, 1996; Dourish &
Bly, 1992; Mantai, Baecker, Sellen, Buxton, Milligan, & Wellman, 1991; Root, 1988; Tang & Rua,
1994). Other studies have involved linking common rooms in research organizations by video (Fish,
Kraut, & Chalfonte, 1990; Jancke, Venolia, Grudin, Cadiz, & Gupta, 2001; Olson & Bly, 1991). For
example, Jancke, et al. (2001) linked three kitchen areas within a workplace by means of video cameras
and semi-public displays. Unsolicited responses to their announcement about this proposed application
alerted the researchers to privacy concerns. Despite the addition of an “off” switch, roughly 20% of the
individuals continued to voice concerns about privacy throughout the system’s deployment.

As telecommuting became popular, researchers moved from linking offices within the workplace to
linking home offices with workplace offices. Hudson and Smith (1996) speak to resulting privacy issues
that can ensue:

The home is often thought of as a protected and private space and part of the advantage of working
at home is being able to operate in that more relaxed and informal setting. For example...home
work spaces are often shared by family members who are not part of the work group and who have
important expectations of privacy in their home.... [T]urning an otherwise private physical space
into part of a very public virtual space (e.g., with a live video feed) is really not acceptable. On the
other hand, working at home can easily cut one off from the rest of a (distributed or co-located) work
group if no awareness support is provided. (p. 250)

Hudson and Smith offered various technical solutions, such as the blurring of the video images so that
people’s presence could be noticed but not their specific activities (see also Boyle, Edwards, &
Greenberg, 2000).

More recently, researchers have begun to investigate real-time images and video within home
environments in and of themselves. Junestrand, Tollmar, Lenman, and Thuresson (2000), for example,
presented a scenario using comTABLE, a video screen and camera in the kitchen that would allow a
virtual guest to come to dinner through video-mediated communication. Elsewhere, Hutchinson, et al.
(2003) described a videoProbe that provided a simple method for sharing impromptu still images among
family members living in different households. The images were displayed on a screen that could be
mounted on the wall or sit on a desk, much like a picture frame. “Images fade over time and eventually
disappear, to encourage families to create new ones” (p. 21).
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In all of the above contexts, people are largely known to one another, people have reasons to be seen
by others, and the nature of the interaction is largely reciprocal (e.g., Office Worker A sees Office
Worker B, and vice-versa). However, what happens when cameras are pointed at the public at large?
What do people think about having their images captured by video cameras when they (the people) are
out in public, and where the purpose is not for maintaining security (e.g. to prevent shoplifting in a store
or physical violence in a subway station) but for the enjoyment of the viewer, as occurs all the time with
the multitude of webcams in public places across the globe. More recently, Goldberg (2005) created an
installation where multiple remote users controlled the view and zoom of a camera set up over Sproul
Plaza on the University of California Berkeley campus. The installation allowed the remote users visual
access to a good deal of information about a person (e.g., the title of the book a person was reading
while sitting alone on the steps of the plaza, or the patterns on a woman’s dress). As cameras become
more pervasive and powerful in public spaces, do people think they violate their privacy? Does it matter
to people if their images are recorded or not, displayed locally or internationally, or displayed in a single
location or in many locations? What if people could be in the position of directly using (benefiting
from) the captured video themselves — would that change their views on some or even all of these
issues? Do men and women bring different perspectives to bear in the judgments about privacy in
public? Our current research sought to address these questions.

Our research draws on principles of Value Sensitive Design: a theoretically grounded, interactional
approach to the design of technology that accounts for human values in a principled and comprehensive
manner throughout the design process (Friedman, 1997a; Friedman, 2004; Friedman & Kahn, 2003;
Friedman, Kahn, & Borning, in press). One principle of Value Sensitive Design central to our
investigation entailed consideration of both direct and indirect stakeholders. "Direct stakeholders" are
parties, individuals or organizations who interact directly with the computer system or its output. To
date, the vast majority of work in human-computer interaction considers direct stakeholders, often
taking the form of user studies and user experience in experimental settings as well as the home and
workplace. "Indirect stakeholders" are all other parties who are affected by the use of the system.
Often, indirect stakeholders have been ignored in the design process. For example, computerized
medical records systems have often been designed with many of the direct stakeholders in mind (e.g.,
insurance companies, hospitals, doctors, and nurses), but with too little regard for the values, such as the
value of privacy, of a rather important group of indirect stakeholders: the patients.

To investigate direct and indirect stakeholders’ judgments about privacy in a public place,
particularly when the application is not primarily one for security, we installed a HDTV camera on top
of a university building (Figure 1a) that overlooked a scenic public plaza and fountain area on a
university campus (Figure 1b). Then we set up a room in an academic office, approximately 15 feet
below the camera, with its window also facing the plaza and fountain area. On the inside of the window,
we installed a 50-inch plasma display vertically, covering up the real window. Thus we displayed on the
plasma screen virtually the identical real-time image of the plaza and fountain area as would be viewed
from the real window (Figure 1c¢).

Insert Figure 1 about here

One purpose of this installation was to investigate whether a real-time plasma “window” could
garner some if not all of the psychological benefits of working in an office with a real window. Thus in
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a “classic” direct stakeholder user study not reported here (manuscript in preparation), we involved
participants in one of three conditions. The first condition involved the office that had the real view of
the public plaza and fountain area. The second condition involved the same office, but with the
technical installation described above. The third condition involved a blank wall, created by covering
the real window with light-blocking curtains. Measures during a two-hour experiment included
participants’ physiological recovery from low level stress, eye gaze (coded on a second-by-second basis
to ascertain the type and duration of participants’ looking behavior), performance on cognitive and
creativity tasks, mood, and self-reflective judgments.

To investigate the effects vis-a-vis privacy on indirect stakeholders, we asked ourselves, who else
would be affected by the technical installation? Granted diffuse effects can percolate in many different
ways, making it difficult to establish firmly the class of indirect stakeholders; and granted potentially
everyone (including future generations) could be considered an indirect stakeholder. That said, some
categories of indirect stakeholders are more significantly impacted (positively or negatively) than others,
and it is to these that Value Sensitive Design draws focus. Specifically, one group seemed obvious:
those people who in the course of their regular business on the university campus pass through the scene
and would now have their images captured by the HDTV camera and displayed in an adjacent office
(Figure 1d). Thus we sought to bring the perspectives of this group of indirect stakeholders into our
research. Accordingly, we conducted two additional studies, which are the focus of this paper. In Study
I, we surveyed 750 people (indirect stakeholders) as they walked through a public plaza that was being
captured by the HDTV camera and displayed in real-time in the office of a building overlooking the
plaza. In Study II, we interviewed 120 individuals about the same topic. Moreover, in Study II we
controlled for whether the participant was a direct stakeholder of the technology (inside the office
watching people on the HDTV large display window) or an indirect stakeholder (being watched in the
public venue).

We sought to address four central issues. The first issue derives from the complexity of privacy as a
social construct, one still being substantively negotiated in current society. Long-standing philosophical
and legal discussions have sought, for example, to establish a basis for privacy as a right in and of itself,
as derivative from other rights such as property, as essential for human autonomy and development, and
as critical for social functioning (see Schoeman, 1984 for a discussion). In turn, with the design of
information systems with widespread privacy implications, the field of human-computer interaction has
begun to respond with emergent models for privacy management that in various ways engage aspects of
this complexity (Abowd & Mynatt, 2000; Ackerman, Darrell, & Weitzner, 2001; Jiang, Hong, and
Landay, 2002; Langheinrich, 2001; Palen and Dourish, 2003). All such models, however, need to take
into account how people understand the construct of privacy in public. Thus, we sought to
systematically characterize how direct and indirect stakeholders conceptualize privacy in public. We
expected that people’s privacy judgments would be multidimensional, accounting, for example, for (1)
the legitimate use of information, (2) anonymity, (3) technical functionality, (4) conventional
expectations of current social practices (both local and cultural), and (5) other values of import such as
welfare, property, and informed consent.

The second issue builds on previous research which suggests that people’s moral behavior and
judgments sometimes depend on their sphere of power within a hierarchical system (Hatch, 1983;
Wainryb & Turiel, 1994; Wikan, 2002). Typically, people who benefit from societal injustices — such as
discrimination on the basis of race, gender, or religion — are more inclined to support the existing social
practices than are its victims (Turiel, 2002). Thus in the current study we examined specifically whether
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people’s social judgments about privacy in public shifted whether they were in the vulnerable position
(The Watched) or not (The Watcher).

The third issue builds on literature that suggests that judgments of moral harms often are sensitive to
where the harm occurs (location) and the severity of the harm (magnitude). In terms of location, think,
for example, of how neighborhood groups can rise up in opposition to the proposed construction of a
garbage dump or nuclear power plant; thus the expression NIMBY — “Not In My Back Yard.” Location
can also be a factor when people judge what morality demands of them in terms of helping others. For
example, people often judge it a moral obligation to help people in need within one’s immediate location
(e.g., a starving child outside one’s home) compared to a far off place (e.g., a starving child in another
country) (cf. Kahn, 1992; 1999). In terms of magnitude, Friedman (1997b), for example, found that
adolescents less often judged that it was morally acceptable to copy software if the magnitude increased
from making one copy to many copies. Such a finding is congruent with Milgram’s (1963, 1974) classic
study on obedience to authority where many participants administrated what they believed to be electric
shocks to another person (a confederate of the experimenter), under the guise of a learning experiment.
Milgram found that fewer participants continued to administer shocks when the magnitude of the
voltage increased or when the magnitude of the confederate’s suffering either appeared to increase or
was made more visible to the participant. Thus in our current study, we expected that both location and
magnitude would play pivotal roles in people’s judgments about privacy. It was an open question,
however, whether magnitude and location would interact, and if so, how. For example, it is plausible
that while people deem it worse for their image to be viewed by many versus one, that that distinction
diminishes when those many others live a long ways away, perhaps because of greater anonymity given
increased distance.

The fourth issue focuses on whether gender differences exist in people’s judgments about privacy in
public. The implications of gender for people’s understandings and need for privacy has been of long-
standing interest and concern within the social sciences. For example, legal scholar Allen in her 1988
book Uneasy Access: Privacy for Women in a Free Society calls attention to gendered dimensions of
privacy and devotes a chapter to the legal basis for women’s privacy in public. Key issues for Allen
entail unreasonable intrusion, sexual harassment, public display of pornography, and exclusion and
group privacy. Sociologists, public health researchers, and psychologists empirically investigated
dimensions of privacy preferences, often with a focus on interpersonal relationships, personal space, and
commerce. Results from this body of research suggest that on some dimensions men and women view
privacy similarly (e.g., functions of privacy, judgments of abstract privacy rights) but on other
dimensions women tend to be more concerned about privacy than men or may achieve privacy through
different means than men (e.g., Friedman, 1997b; Idehen, 1997; Marshall, 1974; Newell, 1998;
Pedersen, 1987, 1999; Rustemi & Kokdemir, 1993). Pedersen (1987), for example, suggests that
women and men may differentially experience the social reality of public space. Moreover, other
research suggests that women’s greater sensitivity to issues of privacy in public may extend beyond
security concerns. For example, a recent study conducted in the semi-public venue of an emergency
room (Karro, Dent & Farish, 2005) found that significantly more women than men (a) judged their
privacy to be important to them while in the emergency department and (b) were likely to perceive both
auditory (e.g., overhearing other’s medical or personal information) and visual (e.g., seeing other’s body
parts) privacy incidents in the emergency department.

What, then, does the literature in human-computer interaction show with respect to privacy and
gender? To answer this question, we conducted a systematic search of that literature from 2000 — 2004
for gender findings related to privacy. A total corpus of 1574 journal articles and conference papers



The Watcher and the Watched 8

were examined, by searching for relevant content terms and then reading the papers that contained them.
Sources included: The Human-Computer Interaction Journal (59 articles), ACM Transactions on
Computer-Human Interaction (72 articles), Proceedings and Extended Abstracts of CHI Conference
(370 full papers, 752 extended abstracts), Proceedings of CSCW Conference (150 full papers),
Proceedings of ECSCW Conference (41 full papers), and Proceedings of Ubicomp Conference (and its
predecessor the Handheld and Ubiquitous Computing Conference) (130 full papers). There were 32
papers reporting empirical findings on privacy. Surprisingly, not a single paper analyzed gender effects.
Thus the current study sought to provide empirical data on similarities and differences, by gender, on
people’s social judgments of privacy in public.

2. STUDY I: “THE WATCHED” SURVEY
2.1. Methods

Participants

750 individuals participated in this study (384 males, 364 females, 2 gender no response; age ranges:
18-25, 56%; 26-40, 26%; 41-55, 14%; 55+, 4%). Participants were solicited by research staff sitting at a
card table in the plaza of the university.

Procedures and Measures

Participants completed a brief paper and pencil survey. The introductory text read as follows:
“Currently there is a camera in M[...] Hall [the name of the university building] that is pointed toward
the fountain. What the camera sees is being displayed live on a screen in someone’s office in MJ...]
Hall. People’s faces and gestures are recognizable.”

The first set of questions were designed to get at participants’ evaluations of the camera installation
prior to introducing the term “privacy”: (1a) “Are you surprised to learn that your live image is being
displayed in someone’s office in M[...] Hall?” (1b) “How do you feel about this happening? Circle as
many as apply: shocked, that’s cool, so what?, curious, embarrassed, delighted, glamorous, worried,
violated, puzzled, doesn’t hurt anyone, excited.” Thus the latter question (1b) equally encouraged

29 <¢

responses that were positive (“that’s cool”, “delighted”, “glamorous”, “excited”), neutral (‘“so what?”,

“curious”, “puzzled”, “doesn’t hurt anyone”), and negative (‘‘shocked”, “embarrassed”, “worried”,
“violated”).

The next set of questions focused directly on participants’ evaluations of the installation in terms of a
privacy violation, and if so what they thought about a legal remedy or of being informed as a remedy:
(2) “As stated above, right now the fountain area is being displayed live on a screen in a nearby office.
Do you think this violates your privacy?” (2a) “If you said “yes” to Question 2 above, do you think
there should be some sort of law that restricts displaying live video from public places like the
fountain?” (2b) “If you said “yes” to Question 2 above, let’s say there was a big sign posted in the
fountain area that said: ‘A camera continually films this fountain area and displays the live image in
nearby offices.” In this case, do you think your privacy would be violated?”

Next, we offered participants two equally balanced reasons for judging the installation either as not a
problem or as troubling: (3) “Here are two ideas. Idea 1: Some people say it’s OK to have a camera
pointed at the fountain and display the live image in someone’s interior office (an inside office without
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windows) in M[...] Hall. After all, the fountain is a public place. Anyone can see you. There’s really
no problem. Idea 2: Other people find it troubling to think that when they walk by the fountain, their
image is being collected by a video camera and displayed live in someone’s interior office (an inside
office without window). After all, they can’t see the person, they don’t know who is seeing them. They
don’t even know that their image is being collected. Do you tend to agree with Idea 1 or with Idea 2?”

Finally, we asked 7 context-of-use questions that assessed judgments that might be sensitive to
location (where the image is displayed) and magnitude (the number of people viewing the image): (4a-
g) “For each of the 7 situations below a camera is pointed at the fountain area. Images are not recorded
[for this version of the survey]. For each situation, please put an “X” in one of the columns to indicate if
you think the situation is “all right” or “not all right”: (a) in an office with an outside window in M[...]
Hall. (b) in an inside office with no windows in MJ...] Hall. (c) in an apartment on University Ave [half
mile away]. (d) in an apartment in a residential neighborhood in Tokyo. (e) in the homes of thousands
of people living in the local area. (f) in the homes of thousands of people living in Tokyo. (g) in the
homes of millions of people across the globe.”

To assess whether participants’ responses substantially depended on whether the survey said that
their image was being recorded or not, we administered three versions of the survey, 250 of each
version. The versions differed in only one respect: Version 1 specified that the live video from the
installation was not recorded, Version 2 specified that the live video was recorded, and Version 3 made
no reference about the matter one way or another (the “ambiguous” version).

2.2. Results

Similarities among the Three Versions of the Survey

Using logistic regression models, no differences were found between the “ambiguous” and “not
recorded” versions of the surveys, while one difference was found with the “recorded” version.
Specifically, more participants agreed with the statement that the installation violates privacy in the
“recorded” version (28%), compared to the “ambiguous” version (20%) and “not recorded” version
(22%) (p = .018, based on a likelihood ratio test in the logistic regression model). Given the small
difference in percentages on this one question, and the lack of any other statistical differences among the
three versions of the surveys, the survey data were combined for further analyses. Figure 2 reports the
descriptive results of the survey.

Insert Figure 2 about here

Initial Reactions to the Installation

The first set of questions tapped participants’ initial reactions to the camera installation. Based on
Question (1a), approximately half (53%) of the participants were surprised to learn about the camera and
large display. Overall, 85% of participants selected at least one of the neutral responses on Question
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(1b), while only 28% selected at least one of the negative responses and 14% selected at least one
positive response.

Judgments of Privacy in Public

When asked explicitly about the installation in terms of privacy, roughly one-quarter (22%) of the
participants judged the display of real-time video from the fountain area to be a privacy violation. In
addition, of those men and women who judged the display of real-time video from the fountain area to
be a privacy violation (Question 2), 72% believed there should be a law against it (Question 2a) and
36% believed that even if there was a sign informing them of the video camera it would still be a privacy
violation (Question 2b).

Effects of Location and Magnitude

For the majority of participants, neither location nor magnitude affected their privacy judgments
about the installation. Specifically, more than half of the participants (61%, p = .000, binomial test) held
to a consistent view of privacy across all the context-of-use questions (4a-g), answering all these
questions in the same way (16% all items “not all right”; 45% all items “all right”) regardless of location
(where the image was viewed) or magnitude (how many people viewed the image).

For the roughly 40% of participants whose privacy judgments were sensitive to location and
magnitude, location (on the university campus vs. elsewhere) was the greatest demarcation, with other
nuanced interactions among location and magnitude thereafter. Specifically, the remaining 39% of the
participants who did not hold a consistent view of privacy across the 7 context-of-use questions more
often indicated that it was not all right to display the image in a remote location (4c-g) than in a local
location in M[...] Hall (4a-b). All pair-wise comparisons between either of questions (4a-b) and any of
questions (4c-g) yielded p-values smaller than 0.0005 in a McNemar test. Furthermore, while the
difference was smaller in magnitude, participants who did not hold a consistent view across questions
were also significantly more likely (p = .003, McNemar) to indicate that it was not all right to display
the image in an office without a window in MJ...] Hall (4b, 30%) than in an office with a window in
M]J...] Hall (4a, 19%).

To further explore the patterns of acceptability within the seven parts of Question 4, a cluster
analysis was conducted using a dendogram (see Figure 3) that clustered together questions based on
similarity of responses (within subject) among the 294 participants who did not provide the same answer
to all seven of the context-of-use questions. Questions linked together low in the graph (with smaller
Roman numerals) had very similar responses while questions linked together high in the graph had very
different responses. The dashed line in Figure 3 indicates a reasonable cut point in the data. This cut
visually shows that responses to questions (a) and (b) were quite different both from each other and from
the five other questions (c-g). Thus Figure 3 visually illustrates the statistical differences in
acceptability noted above between a remote location (c-g) and a local location in M[...] Hall (a-b) as
well as between offices in M]...] Hall with a window (a) and without a window (b).
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Insert Figure 3 about here

The patterns of acceptability within the five remote locations (c-g) were somewhat more subtle. The
cluster analysis in Figure 3 indicates that responses to (c¢) and (d) formed one cluster and (e), (f), and (g)
a separate cluster. There is also some statistical support for this observation. Based on Cochran’s Q test
(p <.0005), there were statistically significant differences in acceptability among these five questions.
This test was followed with pairwise comparisons among the five questions using McNemar tests with
the significance levels of the tests adjusted using Holm’s sequential Bonferroni method to account for
multiple comparisons. Significant differences were found in five of the ten pair-wise comparisons.
Specifically, displaying the image in a single apartment on University Ave. was less acceptable (80%
“not all right”) than displaying the image in thousands of homes in the local city (66%, p < .0005),
millions of homes across the globe (69%, p < .0005), or thousands of homes in Tokyo (71%, p = .006).
A single apartment in Tokyo (76%) was also deemed less acceptable than thousands of homes in the
local city (66%, p = .001). Finally, thousands of apartments in Tokyo was less acceptable than
thousands of apartments in the local city (p = .007).

Effects by Gender

Fisher’s exact test was used to test for gender differences in Questions 1-3. In responses to questions
that involved participants’ initial impressions of the installation, results showed that more males (62%)
expressed surprise than females (43%) (p = .000); females (31%) were more likely than males (25%) to
select at least one negative response on Question 1b (p =.050); and males (18%) were more likely than
females (10%) to select at least one positive response on Question 1b (p =.001). In addition, women
more than men viewed the display of live video from the fountain area as a privacy violation (women
27%, men 17%, p = .000), and troubling (women 31%, men 17%, p = .000).

To test for gender differences on Question 4 (a-g), a general linear model was used, treating the
seven parts of the question as a repeated-measures within-subject variable and gender as a between-
subject variable. Gender differences were found on all 7 items. Specifically, women more than men
viewed the display of live video from the fountain area as “not all right” across all 7 context-of-use
questions (p = .000).

3. STUDY II: “THE WATCHER AND THE WATCHED” INTERVIEW

Surveys readily allow for large sample sizes, and thus provide greater confidence in the
generalizability of one's findings. Yet surveys also represent a blunt instrument for exploring the
complexities of how people understand the topic at hand (Kellert, 1996; Krathwohl, 1998). Thus this
second study in the context of the same installation used a semi-structured interview methodology
(Damon, 1977; Helwig, 1995; Kahn, 1999; Killen, 1990; Piaget, 1929/1960; Turiel, 1983) to investigate
in more depth the issues uncovered in the Survey Study. In addition, this second study examined
possible differences in the social judgments about privacy in a public place between direct and indirect
stakeholders — the users of the technology (““The Watcher”) and those individuals whose images are
captured by the technology (“The Watched”).
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3.1. Methods

Participants

120 people, with equal numbers of males and females, participated individually in a 20-minute semi-
structured interview (age range: 18-25, 90%; 26-40, 8%; 41-55, 2%; 55+, 0%). Participants were
recruited by local flyers and research staff sitting at a card table in the plaza of the university.

Procedures and Methods

As described in the Introduction, a HDTV camera was mounted on the roof of building overlooking
a public plaza, and the real-time image was displayed in an office in that building. The four conditions
in this study entailed: (1) The Watched — 30 individuals like those in the survey who walked across or
briefly inhabited the public plaza in the course of their daily activity; (2) The Watcher Large Display —
30 individuals in an office in M[...] Hall with a large display showing the real-time image of the public
plaza; (3) The Watcher Real Window — 30 individuals in the same office of MJ...] Hall with a window
overlooking the public plaza wherein participants were asked to imagine a large-display window; and
(4) The Watcher Blank Wall — 30 individuals in the same office in M]...] Hall with a closed curtain
covering the window wherein participants were asked to imagine a large-display window.

The interview included a question about the technological installation (“‘Currently there is a camera
in M[...] Hall that is pointed toward the fountain. What the camera sees is being displayed live on a
screen in someone’s office in M[...] Hall. Do you think this it is all right or not all right that this is
happening?”), nine of the questions found on the survey (Questions 2, 3, 4a-g), and an eleventh question
about the impact of recording the video (“Let’s say that in addition to your live image at the fountain
being shown on a screen in someone’s office in M[...] Hall, your image was also being recorded. Would
that be all right or not all right?”). For participants in The Watched condition, this later question and
Question 2 were asked in terms of “your image” and “your privacy”; but the questions were rephrased
for participants in The Watcher conditions in terms of “people’s images” and “people’s privacy”. In
addition, participants in The Watched condition were asked three non-video based questions about
privacy expectations (“Do you think a handwritten diary is private?”, “Do you think the same diary
online is private?” and “Do you think that a whispered conversation in an outdoor café is private?”).

The interviews were tape recorded and then transcribed for analysis. Individual interviews averaged
approximately 10 single-spaced transcript pages. In total, the data set comprised approximately 1160
single-spaced transcript pages.

Coding

A detailed coding manual was developed from half of the data (approximately 550 transcript pages)
and then applied to the entire data set. By a coding manual we mean a systematic document that
explicates how to interpret and characterize (and thereby "code") the qualitative data. Our approach
followed well-established methods in the social-cognitive literature (Damon, 1977; Kahn, 1999;
Kohlberg, 1984; Turiel, 1983). We began with close textual readings of interviews, seeking to
characterize not only forms of reasoning, but their interrelationships. We also moved back and forth
between the empirical data and conceptual coherence, in part driven by philosophically informed
categories, but always tested and often modified by the data itself. In addition, our coding manual — as
most do in this line of work — drew when appropriate from other coding manuals (Davidson, Turiel, &
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Black, 1983; Friedman, 1997b; Kahn, 1992; Kahn, Friedman, Freier, & Severson, 2003; Nucci, 1981;
Turiel, Hildebrandt, & Wainryb, 1991).

As our coding manual took shape, we discovered, as is also typical, that some of our qualitative data
resisted single interpretations. Such difficulties often emerged in one of three ways. First, the difficulty
sometimes arose because the segment contained two or more independent justifications. We solved this
difficulty by coding multiple justifications for a single evaluation. Second, the difficulty sometimes
arose because two categories were conceptually intertwined. We often adjudicated this situation by
moving forward with the conceptually dominant category, while retaining their interconnections within
the hierarchy. Third, the difficulty sometimes arose when there was more than one legitimate way to
code the data. In this situation, the coding categories were driven not only by the data, but by our
theoretical commitments and research questions. (See Kahn, 1999, chap. 5, for a chapter-length
discussion about the interview methodology and coding manual development.) The complete version of
our coding manual can be found as a technical report (Friedman, Kahn, Hagman, & Severson, 2005).

Reliability

Interviews from 24 participants (20% of the data) were recoded by a second individual trained in the
use of the coding manual, 6 randomly chosen from each of the groups. Intercoder reliability was
assessed through testing Cohen’s kappa at the o = .05 significance level. All tests were statistically
significant. For evaluations, k = .92 (Z = 17.92) and for justifications, k = .82 (Z = 38.94). Reliability
for justifications was established on the subcategory level as reported in Figure 6.

3.2. Results

Figure 4 reports the percentage of participant responses to the evaluation questions in both the
survey and interview. For Questions 1-3 and 5, Fisher’s exact test was used for both gender
comparisons and for pair-wise comparisons between different conditions in the study. On Question 4,
general linear models were used, treating the parts a-g of the question as a repeated-measures within-
subject variable and treating condition and gender as between-subject variables.

Insert Figure 4 about here

The Surveys vs. Interviews

On questions 2, 3, and 4a-g, there were no statistically significant differences in the evaluation
responses of The Watched between the 750 survey participants and the 30 interview participants. Thus
there is no evidence of a difference between the views of the people in the interview compared to the
views of the people in the larger population of those surveyed. As a result, for the remainder of this
study, the interview data was used when comparing the views of The Watcher and The Watched.
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The Watcher and The Watched

One central question of this study was whether there were differences between the social judgments
about privacy for participants in The Watcher Large Display condition (i.e., people who were directly
using and potentially benefiting from the technology) and The Watched condition (i.e., people who had
no voice in and potentially incur harms by the technological installation). Results revealed an
interesting interaction between condition and gender: The males (but not the females) expressed less
concern about the installation when being The Watcher rather than The Watched. Specifically, as
shown in Figure 4 across all the 7 context-of-use questions (Questions 4a-g), results showed the
following: (1) In The Watcher Large Display condition, more women than men expressed concerns
about the HDTV camera (p = .002). (2) More men in The Watched condition expressed concerns about
the HDTV camera than men in The Watcher Large Display condition (p =.014).

Interestingly, there were no gender differences for the three questions in The Watched condition that
represented canonical examples of private and semi-private information. Specifically, all of The
Watched interview participants viewed a handwritten diary as private (males, 100%; females, 100%),
virtually all of them viewed that same diary as public when it is placed online (males, 93%; females,
93%), and slightly more than half viewed a whispered conversation in an outdoor café as private (males,
53%:; females, 60%).

As with the survey data, at least half of the interview participants in both The Watcher Large Display
condition (77% overall; 10% all items “not all right”; 67% all items “all right”) and The Watched
condition (50% overall; 10% all items “not all right”’; 40% all items “all right”) held a consistent view
about privacy in a public place that applied across all of the 7 context-of-use questions (Questions 4a-g).
Moreover, for those participants (The Watcher Large Display, 23%; The Watched, 50%) who did not
hold a consistent view, the pattern of evaluations was similar to that found in the survey data, with more
participants saying it was “not all right” to display the image in a remote location (in the participants’
city, in Tokyo, and across the globe; Questions 4c-g) than in a local location (outside and inside offices
in MJ...] Hall; Questions 4a-b).

Using the McNemar test results showed that participants more often objected to the recording of the
live video (Question 5) as compared to not recording the live video (Questions 1 and 4a-g) in both The
Watcher Large Display condition (p <.001 for all tests) and The Watched condition (p <.004 for all
tests).

The Watchers: in Situ Condition vs. Hypothetical Conditions

Another question of interest was whether participants’ social judgments differed while actually
looking at the real-time images on the large display (in situ) compared to imagining the comparable
circumstance while physically in the office overlooking the plaza (as a hypothetical scenario). Two
conditions involved participants in such a hypothetical situation: The Watcher Real Window condition
and The Watcher Blank Wall condition. Results showed no significant differences between these two
hypothetical conditions, thus these data were combined and then compared to participants in The
Watcher Large Display condition. These results showed differences for males, but not for females.
Specifically, fewer males in The Watcher Large Display condition expressed concerns about the HDTV
camera for the 7 context-of-use questions (Questions 4a-g) compared to males in The Watcher Real
Window condition and The Watcher Blank Wall condition (p = .003). The same comparison for
females showed no statistically significant differences (p = .347).
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No significant differences were found for either males (p = .675) or females (p = .349) in comparing
the responses to Questions 4a-g for The Watchers in the hypothetical conditions (The Real Window and
Blank Wall conditions combined) versus The Watched condition. In other words, the above interaction
between gender and condition disappeared when the questions were asked hypothetically (in The
Watcher Real Window and Blank Wall conditions) rather than in situ (in The Watcher Large Display
condition). Females responded similarly to these questions regardless of condition (Watcher or
Watched) and regardless of whether the questions were asked hypothetically or in situ. Males also
responded similarly when they were in The Watched condition or when they were asked hypothetically
about being a Watcher, but males showed significantly less concerns when they were actually in the
situation of being The Watcher.

Reasoning about Privacy in Public

One major thrust of this study was to characterize people’s reasoning about privacy in public.
Toward this end, we asked participants to explain why they judged the above activities as “all right” or
“not all right” — and through this process engaged them in substantive discussion. Then, through
extensive systematic qualitative analyses of the transcribed interviews (discussed in Methods), we
generated a hierarchical typology of reasoning about privacy in public. Figure 5 summarizes the 10
overarching categories. In this section, we report on each of these categories in more depth so as to
explicate more of the complexity of the ideas and the context within with they emerged. Each category
description contains a concise definition of the category (with brief illustrative examples from the
interviews in parentheses) followed by one somewhat longer segment from an interview that provides a
fuller sense of participants’ thoughts and means of expression. The goal here is to provide a “thicker”
(Geertz, 1984; Spradly, 1970/2000) description of people’s reasoning, before moving forward with
reporting on the quantitative reasoning results. In the qualitative protocols that follow, participants’
verbatim words are is in regular sentence format, and the interviewer’s words are in all capital letters.

Personal Interests

Personal Interests refers to an appeal based on individual likes and dislikes, including personal
indifference (e.g., “it doesn’t really matter to me”’); connection through information (e.g., “people can
see a different part of the world and feel connected across the globe”); personal enjoyment (e.g., “it’d be
interesting to watch...fun for people”); and aesthetics of view (e.g., “just to add a little more ambience to
the room...a little touch of nature”).

One of the most direct forms of the Personal Interest justification category is an appeal to “fun”.

DO YOU THINK THAT IT IS ALL RIGHT OR NOT ALL RIGHT THAT THIS IS HAPPENING?
I think it’s all right. WHY? Because we’re people and we have eyes and we’re gonna end up
watching other people. We’re interested in other people so if we weren’t interested in other people
you’d just sit there by yourself and that’s not fun.

This response also received a second code for “biological naturalism” wherein the participant says that
given the nature of human biology (that “we have eyes”) that it is in effect natural to use them to watch
other people through a window.

External Sanctions
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External Sanctions refers to an appeal based on consequences, rules, and norms established by others
including punishment avoidance (not found in this data set); social condemnation (e.g., “I won’t do
anything that weird out here”); and (c) rules and laws (e.g., “certain things are allowed when they’re
contained within the university, but once you get out of it, there’s different rules that apply™).

In the moral developmental literature as framed by Kohlberg and his colleagues (e.g., Colby,
Kohlberg, Gibbs, & Lieberman, 1983; Kohlberg, 1969, 1984; Power, 1991), avoidance of punishment —
a canonical external sanction — is a common early form of moral reasoning. Typical examples include
“because I could get in trouble,” “because you could get caught by the police,” “because one could be
put in jail.” In the current study, one might imagine an individual objecting to the installation because
they might be seen doing something improper if not illegal, and do not want to be caught and potentially
punished. However, not a single individual used this form of external sanction reasoning. Perhaps the
closest that emerged from the data was in the following passage:

LET’S SAY THE SCREEN’S IN AN APARTMENT IN A RESIDENTIAL NEIGHBORHOOD IN
TOKYO. IS THAT ALL RIGHT OR NOT ALL RIGHT? It’s starting to feel stranger and stranger
the more I think about this. Umm, I don’t see any difference between putting it in Tokyo or putting
it here. But the more I think about it, you know I don’t like the idea of not being able to sneak
around, when I think no one’s looking.

Here the participant objects to the installation because it would prevent him from “being able to sneak
around” — an idea that seems more aligned with a concern with what others might think of him, in terms
of socially condemning the sneaking, rather than in terms of being directly punished for it.

Functionality

Functionality refers to an appeal based on how the technology mimics or augments either human
biology, the physical world, or other technology, including biology (e.g., “‘yeah that’s fine...they could
probably see down here anyway”); technological isomorphism (e.g., “because it [the large display] is
just like another window”); and technological augmentation (e.g., “not only are your actions viewable to
anyone here...they’d be viewable to anyone there”).

Perhaps the clearest examples of functionality involve technological isomorphisms, wherein the
technical installation is viewed to function like other existing technologies. One technology was a
Webcam (“it’s just like looking at the webcam on K[...] Hall on your computer so I don’t see the
difference”). Another involved television, videos, and movies (“I don’t know how it’s gonna be viewed
any different than TV”’). And another involved a window itself (“'You can watch people out a window
and this is the same thing”). Yet for some participants the technology also functioned as a means to
extend features of the physical world:

LET’S SAY THE LARGE SCREEN IS IN AN APARTMENT ON UNIVERSITY AVENUE. IS
THAT ALL RIGHT OR NOT ALL RIGHT? Hmmm, that’s fine. OKAY, HOW COME? It opens
up the publicness of the space so that not only are your actions viewable to anyone here, they’d be
viewable to anyone there. But it’s still a public place.

Here the technology is conceptualized as extending the boundaries of public space (“It opens up the
publicness of the space”) to include remote watchers. Other times, the technology was conceptualized
as extending the boundaries of time beyond what was biologically normal (“It wouldn’t be all right [to
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record] because then you’d be able to watch it over and over and over again whereas if it’s just a live
feed, you just watch it once and that’s pretty much it”).

Social Expectations

Social Expectations refers to an appeal based on current and expected practices in socially-situated
contexts, including socio-technical isomorphism (e.g., “people do it anyway on TV so it’s not like it’s
new”); biological capabilities (e.g., “everybody does it...I mean it’s part of life, seeing people”); place
(e.g., “well you’re out in public and it’s showing a public image of a fountain at a public university”);
current technological practices (e.g., “technology’s all around us...they come in many tiny forms”); and
work practice (e.g., “when you’re in an office...there’s certain things that you do and you don’t do”).

The main idea here is that for some participants their social judgments (and potentially their
corresponding behaviors) drew heavily on how they understood conventional practices. In its
unelaborated form, this category characterizes how participants spoke about the way social life is
(“we’re watched a lot more than we know, everywhere we go, so it’s just one of those facts of life”).
Along these lines, another participant made the following analogy: “like in your home, you don’t expect
anybody to be watching you, even through your windows.” Because participants sometimes assumed
that different social contexts engendered different moral practices in terms of publicity and privacy, the
same technical installation appropriate in one place may not be appropriate in another. Here is an
example:

LET’S SAY THE SCREEN IS IN AN APARTMENT ON UNIVERSITY AVENUE. IS THAT
ALL RIGHT OR NOT ALL RIGHT? Kind of interesting question...When you’re in your personal
apartment, there’s no holds bar. Like you can do anything you want to...there’s no supervision,
there can be a lot of exploitation. Whereas in the work environment, there’s no exploitation, there’s
no chance of it, there’s no chance of like any kind of stalking behavior.

For this participant, work environments are considered free of exploitation. Presumably if at some point
this participant became convinced that in his location, or in a location elsewhere, work environments
were rife with exploitation, his judgment about the appropriateness of the installation would change
accordingly.

Welfare

Welfare refers to an appeal based on people’s wellbeing, including physical welfare (e.g., “safety is
a good reason”); material welfare (e.g., “it’s a waste of money and time...[to have] two of the same
pictures”); psychological welfare (e.g., “there are some people who are going to be uncomfortable with
this”); and educational welfare (e.g., “there might be some educational value...learn about different
places”).

Participants sometimes sought to balance what they perceived as potential harms and benefits, as in
the following example:

LET’S SAY IN ADDITION TO YOUR LIVE IMAGE AT THE FOUNTAIN BEING SHOWN ON
A SCREEN IN SOMEONE’S OFFICE IN M[...] HALL, YOUR IMAGE IS ALSO BEING
RECORDED. SO WOULD THAT BE ALL RIGHT OR NOT ALL RIGHT? It be better for
security reasons, better for the safety of us the students. Otherwise I would have a problem with
that. Because that’s something they can replay and replay and they can put that stuff on the Internet;
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they can do stuff with that that can really you know damage people. Say you’re walking down the
street and you know you pick a wedgie and someone could like blow that up on the Internet and the
next thing you know you’re just the hot spot next to the hamster dance in Napster. That’s
embarrassing and nobody needs to see that sort of thing. Um so yeah, if it were for security reasons
then yeah sure I would not have a problem with that at all. Otherwise I think I might.

This participant recognizes that recording the public images could cause psychological harm (“someone
could like blow that up on the Internet and the next thing you know you’re just the hot spot next to the
hamster dance in Napster”) but could also “be better for security” for students. In this particular
segment, it is not clear whether or not the participant would judge in favor of the installation if it could
be used for both purposes (psychological harm and physical security). What is clear is that both
considerations are central to this person’s orientation.

Privacy

Privacy refers to an appeal based on a claim, an entitlement, or a right of an individual to determine
what information about himself or herself is communicated to others, including private content (not
found in this data set; retained as a canonical example of the Privacy category [Margulis, 2003]);
legitimate use (e.g., “there’s absolutely no reason for anybody...to need to know”); maintain anonymity
(e.g., “because we can’t pick up details of people’s faces, [ mean you get body shapes, that sort of
things... it’s all very anonymous”); and control (e.g., “it depends on how closely you guard it”).

Often privacy justifications were overlaid with multiple considerations.

LET’S SAY THE SCREEN IS IN AN APARTMENT ON UNIVERSITY AVENUE. IS THAT
ALL RIGHT OR NOT ALL RIGHT? Oh no. No, no, no, no, no. WHY IS IT NOT ALL RIGHT?
It’s footage of public place. Because if I chose to be on the five o’clock news, and I put myself in
the path of the camera, then that would be my choice. But if I walked by the fountain and had no
idea that I’d be, effectively speaking, on the five o’clock news, I would resent it...that would be
problematic for me...just seems like an invasion of privacy.

This participant begins with a statement about context: “It’s footage of public place.” Then she asserts a
claim or entitlement to determine what information about her may be communicated to others in that
context (“if I chose to be on the five o’clock news, and I put myself in the path of the camera”). She
also touches on the idea of the need to be informed when public places are being filmed (see the
justification category Informed Consent below). Only then does she end with a straightforward claim to
privacy (“just seems like an invasion of privacy”).

Property

Property refers to an appeal based on a concept of tangible property (e.g., “[the] university...is
owned by somebody...and they have the same right that someone who owns a store does when someone
is on their property so it’s all right”); and intangible property (e.g., “my image is a different property
right”).

LET’S SAY IN ADDITION TO YOUR LIVE IMAGE AT THE FOUNTAIN BEING SHOWN ON
A SCREEN IN SOMEONE'’S OFFICE IN M[...] HALL IT WAS ALSO BEING RECORDED. IN
THAT CASE WOULD IT BE ALL RIGHT OR NOT ALL RIGHT. Not all right. WHY? For the
same reason that it’s not all right even to flash it up there, because of non-consent. And because of
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property rights. My image, if I'm being looked at is a different, I feel a different property right even
then if I'm being recorded. Because if I'm being recorded it’s like any recording, a song or a book,
you have copyright laws and intellectual property laws and those kinds of things. For someone to
take that image and record it without my consent, it violates my privacy.

This example illustrates a prototypic property justification (“I feel a different property right”) with a
clear analogy of one’s image in public being like other forms of intellectual property (“Because if I'm
being recorded it’s like any recording, a song or a book, you have copyright laws and intellectual
property laws”). This example also illustrates how closely intertwined many of these justifications are
in participants’ reasoning insofar as this participant’s property reasoning led readily into a consideration
based on informed consent (‘“For someone to take that image and record it without my consent...””) and
privacy (“it violates my privacy”).

Informed Consent

Informed Consent refers to an appeal based on being informed of the risks and benefits of an
activity, and the opportunity to choose to participate, including informed (e.g., “it’s okay with me if it’s
disclosed”); consent (e.g., “it kinda reminds me of like the reality TV but you didn’t sign up for anything
like that”); and informed consent (e.g., “outright consent like not even just a sign saying this is being
recorded, but opting in rather than opting out”™).

As noted above, there are close linkages between informed consent and privacy:

DO YOU THINK THIS VIOLATES YOUR PRIVACY? Because it’s not disclosed it violates my
privacy. Again because it’s a form of observation, private observation without any consent.

This participant succinctly captures both the idea of being informed (“it’s not disclosed”) and the need
for individuals to provide consent (“it’s a form of observation...without any consent”). Moreover, this
passage shows that the identical act can invade privacy or not depending on whether individuals have
been informed about the act and given a meaningful opportunity to opt out.

Fairness

Fairness refers to an appeal based on freedom from misrepresentation (‘“‘there have been a number of
cases where recorded images matched up with facial profiles of [innocent people apprehended for
crimes])”, and reciprocity (e.g., “they can see us, I can possibly see them, so yeah I don’t mind”).

One of the distinguishing features of someone looking out a window and observing others in a public
place is that, at least usually, others in the public place can reciprocally look back through the window
and look at the person who is looking at them. Thus, the person in the public place can both know that
someone is looking at them and, reciprocally, be able to see (to some extent) the person who is seeing
them. For some participants, this feature established conditions of fairness which this large display
could not duplicate.

LET’S SAY THE SCREENS ARE IN HOMES OF THOUSANDS OF PEOPLE LIVING IN THE
LOCAL AREA. IS THAT ALL RIGHT OR NOT ALL RIGHT? It’s not all rightt. HOW COME?
Mostly because I’'m starting to feel weirder and weirder that people are looking at me when I can’t

tell if anyone’s looking or not...If everyone in [this city] has a view...chances are someone I know
is [watching] but I have no way of knowing. It’s a little disconcerting.
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This participant feels “weirder and weirder” that the large display could allow acquaintances to look at
him without him knowing. Moreover, the reciprocity afforded by real windows appears to check
perceived harms that can occur through watchers watching others on a large display.

Non-issue

Non-issue refers to an appeal based on a belief that the issue under discussion is irrelevant or does
not occur, including no harm (e.g., “it’s not being used for any malicious purposes”); no privacy (e.g.,
“privacy, that’s such an old concept; that doesn’t exist anymore”); and implied consent (e.g., “it would
become a knowledge that this area is being filmed and...I can choose to avoid this place if I don’t want
to be on somebody’s screen”).

The “no harm” consideration sometimes emerged when participants were considering the lack of
access that remote viewers had to the individual being viewed:

LET’S SAY THAT THE SCREEN’S IN AN APARTMENT IN A RESIDENTIAL
NEIGHBORHOOD IN TOKYO. IS THAT ALL RIGHT OR NOT ALL RIGHT? Again, I’d have
to ask why do they want to see it? In a way it’s not quite as creepy as the guy on University Ave,
because they can’t come...That doesn’t bother me quite as much actually...because it’s far away,
they couldn’t come here anyway then it’s not quite as bad. Because somebody at an apartment
implies that they want to watch here without being there physically which implies that maybe there’s
something. You know.

It is in this way that, for some participants, people watching the large screen could increase in number
without increasing the risks as long as those people watching were in far off locations such that they
could not physically access the public area and harm individuals there. It is also worth highlighting that
the “no privacy” justification was used in three ways, each increasing in scope. The first focused on the
lack of a privacy violation in the instance at hand (e.g., “you’re not really invading on their privacy if
you’re just kind of like filming them walking”). The second argued that privacy does not exist in public
spaces (“e.g., just because this is a public place, you don’t require privacy in a public place”). And the
third argued that privacy no longer exists (e.g., “privacy, that’s such an old concept; that doesn’t exist
anymore”). Note, finally, that we placed the “implied consent” subcategory here under “Non-issue”
rather than “Informed Consent”. Our reason is that participants used this justification as a means to
establish that they could have chosen otherwise and thus the potential concerns raised at this point in the
interview were to them actually not of concern.

Quantitative Results of Justification Use

Averaged across the 7 context-of-use questions (4a-g), we quantitatively analyzed the Watched and
the Large Display Watcher participants’ justification use. Given the numerous categories used, and the
comparatively small number of participants in each category, it was not possible to perform inferential
statistics on this segment of results. Nonetheless, by visual inspection of the quantitative results, certain
trends can be seen.
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Insert Figure 5 about here

Across condition and gender, at the overarching level of the categories, participants provided a
consistent pattern of justification use to support their “all right” evaluations. Specifically, as shown in
Figure 5, participants on average primarily drew on three forms of justifications: personal interest
(31%), functionality (31%), and social expectations (24%). Two of these same categories played an
important role in supporting participants’ “not all right” evaluations: functionality (34%) and social
expectations (30%). More specifically, functionality understood in terms of a technological
isomorphism (e.g., that the large screen functioned analogously to an existing technology) more often
supported affirmative evaluations for the use of the display (17%) than not (5%); yet functionality
understood in terms of an augmentation (e.g., that the large screen extended the capabilities or features
of one’s biology, the physical world, or existing technologies) less often supported affirmative
evaluations for the use of the display (14%) than not (27%). In turn, social expectations understood in
terms of place (e.g., what one expects being in a public place) more often supported affirmative
evaluations for the use of the display (18%) than not (6%); yet social expectations understood in terms
of work practice (e.g., what one expects being in a work environment) less often supported affirmative
evaluations for the use of the display (3%) than not (15%).

In addition to functionality and social expectations, three other overarching justifications played on
average an important role in supporting participants “not all right” evaluations: welfare (25%), privacy
(29%), and informed consent (38%). Under welfare, the most often used subcategories were
psychological welfare (13%) and material welfare (10%). Under privacy, the most often used
subcategory (not counting “unelaborated”) was legitimate use (7%). Under informed consent the most
often used subcategory was informed (23%).

Notably, certain justifications averaged across questions played little role in either participants “all
right” or “not all right” evaluations: external sanctions (3% “all right”; 4% “not all right”); property (1%
“all right”; 0% “‘not all right”); fairness (2% “all right”; 3% “not all right”); and non-issue (6% “all
right”; 0% “not all right”).

4. DISCUSSION

Some scholars have argued that privacy no longer exists or, if it does, it is quickly disappearing with
the advent of new technologies that increasingly make our activities public (Gotlieb, 1996). Moreover,
it could be said that as a society we should stop worrying about long-lost ways of being, and adjust to
the new world. Yet the results from these two studies support a different conclusion.

All (100%) of the participants in The Watched interview condition conceptualized the canonical
privacy item (a handwritten diary) as private, and a majority (57%) said that a whispered conversation in
an outdoor café was also private. Against this backdrop, over half (55%) of the participants we
surveyed expressed some concern for having their image in a public place collected and displayed
elsewhere. In turn, from 53% to 93% of the participants we interviewed (depending on gender and
condition) judged that it is not all right to record a live video image in a public place. These results are
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consistent with related literature on attitudes about online privacy (Cranor, Reagle, & Ackerman, 1999;
Privacy and American Business, 1997) and privacy concerns and consumer choice (Taylor, 2003). In
addition, 16% of the participants we surveyed expressed strong and consistent concerns about having
their image in a public place collected and displayed elsewhere. These results are in line with those by
Jancke et al. (2001) who found that roughly 20% of people in their study expressed strong privacy
concerns about linking a work place through real-time video. The results are also roughly compatible
with those found over the years in Harris Polls where approximately 25% of the population in the United
States has been characterized as “privacy fundamentalists” (Taylor, 2003). Taken together, our results
extend previous research by providing evidence that people have concerns for their privacy even while
walking through a public plaza.

The results of the interview study (Study II) provide both a deep and broad understanding of the
ways in which participants understood privacy. In terms of depth, participants’ privacy conceptions
were often more than a mere restatement of the word privacy (e.g., “because it’s an invasion of my
privacy”). Rather, participants brought to bear privacy considerations based on whether there are
legitimate uses of the information (e.g., “I just don’t feel like people in Tokyo, and I'm sure they’re all
very nice, need to be privy to what I look like”), ways of maintaining anonymity through technical
mechanisms (e.g., “because [of the way the technology works] we can’t pick up details of people’s
faces”), and people’s control over information (e.g., “they don’t want other people to know’). The
results also show that people’s privacy judgments are multifaceted and overlap with broader
considerations based on physical harm (e.g., “If there is an accident, you can see them and then you can
help them”), psychological wellbeing (e.g., “At this point, it’s getting kinda scary as to why in the world
they’re doing this”), and informed consent (e.g., “It’s okay with me... if it’s disclosed™). It was also the
case that participants’ privacy evaluations depended, in part, on how they viewed the local and cultural
practices. Thus participants drew on their differing understanding of social expectations to support both
positive evaluations (e.g., “It just seems fine, there’s hundreds of cameras all over the place you know
watching you constantly”’) and negative evaluations (“I don’t feel the same way about it [the large
display in an apartment on University Ave.] because when you’re in an office you’re in a professional
environment you know there’s certain things that you do and you don’t do”). Thus future studies of
information technologies and privacy in public places would do well to engage people with these deeper
and broader considerations.

As shown in the Introduction, in the field of human-computer interaction (as represented by its major
publication venues during 2000 - 2004) we did not find a single empirical publication about privacy that
reported analyses with respect to gender. Thus one of the goals of this study was to examine potential
gender differences in people’s judgments about privacy in public. We found across both the surveys
(Study I) and interviews (Study II) a clear pattern in which more women than men expressed concerns
about the display of real-time images from a camera in a public place. In addition, a greater percentage
of men expressed concerns about privacy when they were in the more vulnerable position of being The
Watched compared to The Watcher. This latter finding is not surprising insofar as people typically
become more concerned about an issue when it affects them directly. What is surprising is that the
percentage of women who expressed concerns did not change across conditions. Our interpretation is
that compared to men, women feel more vulnerable, especially in terms of physical safety and
psychological wellbeing (such as being stalked) and that women bring these concerns into a greater
variety of roles in life. One implication of our results is that when designing systems that may implicate
privacy it is important to bring a representation of perspectives (in this case vis-a-vis gender) to the
design table, in terms of the user perspective, indirect stakeholders, and the design team itself.
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In terms of the effect of location of the large display (in an office adjacent to the public plaza, within
the same town, in Tokyo, across the globe) and the number of people watching (one person, thousands,
millions), the majority of participants (61%) held to consistent views about privacy across the 7 context-
of-use questions. Of the 39% of the participants who expressed differing views about privacy across the
7 context-of-use questions, a cluster analysis revealed two overarching patterns. First, these participants
more often said it was all right to display the image in the building adjacent to the public plaza than
elsewhere. Second, these participants more often said it was all right to display the image in an office
with a window view of the public plaza compared to an inside office in the same building. In addition,
our results showed some indication that for the participants who did not hold to a consistent view of
privacy across the 7 context-of-use questions that displaying the image in a large number of remote
locations was more acceptable than displaying the image in a single remote location. This finding runs
counter to a good deal of literature that shows that when the magnitude of a problem increases, so does
the judgment against it. Why, then, the different pattern of results regarding magnitude in our current
study? One explanation emerged from the interview justification results. Namely, by increasing the
number of people watching one’s image on a large display, personal security could be enhanced by
virtue of the increasing number of people who would be in a position to come to one’s aid in time of
trouble.

There are at least two substantial concerns that can be raised about the studies reported here. One
concern entails our approach to the qualitative interview data. Specifically, it could be argued that
through a systematic treatment of the qualitative data we have a lost a rich textured account of people’s
experiences and judgments about privacy, and that a narrative-like approach to the data would have
yielded a more cohesive account of each person’s unique circumstance and perspective. We agree that
such narrative analyses are valuable, particularly when the research goals emphasize the detailed
perspectives of a limited number of individuals (see, for example, in our own work Friedman, Freier,
Kahn, Lin, & Sodeman, 2005; also Dourish, Grinter, Delgado de la Flor, & Joseph, 2004). At the same
time, such narrative methods are less well-suited to identifying more general patterns across larger data
sets, as was the case here with the patterns we sought with respect to the multidimensional elements of
people’s privacy judgments. Thus, we drew on well-established methods for analyzing social-cognitive
data (Damon, 1977; Kahn, 1999; Kohlberg, 1984; Turiel, 1983). Like the narrative analyses, these
social-cognitive methods entail a careful reading of every interview in its entirety (over 1100 single-
spaced transcript pages from 120 individuals). Then, as we have described in the methods, coding
categories were generated from half of the data staying close to how people spoke about their views.
Those categories were then applied to the entire data set. Thus, while giving up some on a rich narrative
account, we believe our systematic coding of the qualitative interview data at the level of people’s
reasons positioned us to speak to the research questions at hand.

A second concern entails that of potential bias in the survey and interview questions. Granted, the
questions directed participants’ attention to some issues, in this case that of privacy in public, and not to
other issues, such as security. Thus it could be argued that our survey and interview questions led
participants to identify privacy concerns. There is some merit to this argument and in this sense our
results may represent an upper bound on participants’ concerns, and that other benefits from the
installation, such as increased security, may be underrepresented in the data. That said, we want to
emphasize the many ways we were able to limit bias in the research methods: (1) There was no mention
of privacy in the recruitment of participants. (2) There was no mention of privacy in the initial questions
in both the survey and the interview. (3) When privacy was introduced, participants were free to say
that their privacy was not violated. Indeed, many did. Recall (see Figure 4) that 50%-83% of the
participants we interviewed (depending on gender and condition) said that their privacy was not
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violated. (4) The semi-structured interview methodology allowed participants to expand on topics of
import to them and to bring more than one type of issue to bear in responding to a single question. As
illustrated in the discussion of the qualitative data, participants often did so and all of their reasons were
coded and analyzed. Thus, the range of justifications reported in Table 5 emerged, including not only
references to privacy but to nine other overarching categories: personal interest, external sanctions,
functionality, social expectations, welfare, property, informed consent, fairness, and non-issue. Finally,
it is important to recognize that the key gender findings of this study stand in the sense that men and
women were asked the same questions but responded differently.

We turn finally to some larger biological and cultural reflections on privacy in public. From a
biological perspective, it seems reasonable to assume that the human experience of privacy has grown
out of our biological capacities as a species to sense and to be sensed (Arendt, 1958/1998; Barkow,
Cosmides, & Tooby, 1992; Wilson, 1975, 1998). Imagine, for example, a social group some tens of
thousands of years ago: a person’s presence in public was known by people who could directly sense
(such as in see or hear) the other. Vice-versa, the sensed person could in virtually all situations equally
well sense the sensor. In the current study, we saw evidence of such biological reasoning. For
example, when participants distinguished among the 7 context-of-use questions, they primarily did so on
the basis of what they could see (the university building) vs. what was out of sight (locations in the local
city, in Tokyo, and across the globe). Moreover, participants brought considerations of biology into
their reasoning about personal interests (“We’re people and we have eyes and we’re gonna end up
watching other people, we’re interested in other people”), social expectations (“Since you’re in a public
place, you know that somebody’s going to watch you ... somebody will be watching you™), and how the
technology mimics or augments human senses (“It’s [the large display is] the same as someone looking
across the fountain”). Future research could further explore how people’s conceptions of privacy in a
technological context are at times tethered to human biology.

From a cultural perspective, most new technologies take time to become integrated into — and
change — existing patterns of social life (Friedman, 1997b; Grudin, 2001; Pelto, 1973; Sharp,
1980/1952). Thus it remains to be seen to what extent people will allow and adapt to emerging
conventional practices that involve web cameras and surveillance technologies that usurp privacy in
public places. On the one hand people may well accept greater erosion of privacy, as much due to the
benefits accorded by increased personal security as to the juggernaut of technological progress that is
difficult to stop. On the other hand, the research literature suggests that children and adults need some
privacy to develop a healthy sense of identity, to form attachments based on mutual trust, and to
maintain the larger social fabric (Fried, 1968; Paylen & Dourish, 2003; Newell, 1998; Reiman, 1976;
Schoeman, 1984). The literature also shows that privacy in some form exists cross-culturally (Briggs,
1970; Moore, 1984; Westin, 1967).

As our technologies continue to augment the senses and to decrease the limitations of physical space
and time, there may become fewer and fewer mechanisms by which to maintain privacy in the public
realm. Moreover, if it is true — and we believe it is — that some modicum of privacy in public is part of
our biological heritage and necessary for healthy psychological and societal functioning, then the private
in public needs to be accounted for, and supported, in system design.



The Watcher and the Watched 25

NOTES
Background. An earlier version of this paper appeared in Online Proceedings of CHI Fringe 2004.

Acknowledgments. We thank Stephanie Collett and Peyina Lin for assistance with the privacy and
gender literature review, Daniel Dethloff, Brandon Rich, and Anna Stolyar for assistance with data
collection, Annie Jo Cain for assistance with transcribing, Anna Stolyar for assistance with data entry,
Nathan G. Freier for assistance with data analyses, Donald Horowitz for discussions about power
relationships, privacy and gender, and our study participants. We also thank Action Editor Terry
Winograd and three anonymous reviewers for their thoughtful comments.

Support. This material is based upon work supported by the U.S. National Science Foundation under
Grant Nos. 1IS-0102558 and 11S-0325035. Any opinions, findings, and conclusions or recommendations
expressed in this material are those of the authors and do not necessarily reflect the views of the
National Science Foundation.

Authors’ Present Addresses. Batya Friedman, The Information School, Box 352840, University of
Washington, Seattle, WA 98195-2840. Email: batya@u.washington.edu . Peter H. Kahn, Jr.,
Department of Psychology, Box 351525, University of Washington, Seattle, WA 98195-1525. Email:
pkahn@u.washington.edu . Jennifer Hagman, Avenue A | Razorfish, 821 2nd Avenue, Suite 1800,
Seattle, WA 98104. Email: jenny.hagman@avenuea-razorfish.com . Rachel L. Severson, Department of
Psychology, Box 351525, University of Washington, Seattle, WA 98195-1525. Email:
raches @u.washington.edu . Brian Gill, Mathematics Department, Seattle Pacific University, 3307 Third
Avenue West, Seattle, WA 98199. Email: bgill@spu.edu .

HCI Editorial Record. (supplied by Editor)



The Watcher and the Watched 26

REFERENCES

Abowd, G. A., & Mynatt, E. D. (2000). Charting past, present, and future research in ubiquitous
computing. ACM Transactions on Computer-Human Interaction, 7(1), 29-58.

Ackerman, M., Darrell, T., & Weitzner, D. J. (2001). Privacy in context. Human-Computer Interaction,
16, 167-176.

Adler, A. & Henderson, A. (1994). A room of our own: Experiences from a direct office-share.
Proceedings of the CHI 1994 (pp. 138-144). New York: ACM Press.

Allen, A. L. (1988). Uneasy access: Privacy for women in a free society. Totowa, NJ: Rowman &
Littlefield.

Arendt, H. (1998). The human condition. Chicago, IL: University of Chicago Press. (Original work
published 1958)

Barkow, J. H., Cosmides, L., & Tooby, J. (Eds.). (1992). The adapted mind: Evolutionary psychology
and the generation of culture. New York: Oxford University Press.

Boyle, M., Edwards, C., & Greenberg, S. (2000). The effects of filtered video on awareness and privacy.
Proceedings of CSCW 2000 (pp.1-10). New York: ACM Press.

Briggs, J. L. (1970). Never in anger: Portrait of an Eskimo family. Cambridge, MA: Harvard
University Press.

Colby, A., Kohlberg, L., Gibbs, J., & Lieberman, M. (1983). A longitudinal study of moral judgment.
Monographs of the Society for Research in Child Development, 48 (Serial No. 200), 1-124.

Cranor, L. F., Reagle, J., & Ackerman, M. S. (1999). Beyond concern: Understanding net users’
attitudes about online privacy. AT&T Labs-Research Technical Report TR 99.4.3. Available
online at: http://www.research.att.com/library/trs/TRs/99/99.4/

Damon, W. (1977). The social world of the child. San Francisco: Jossey-Bass.

Davidson, P., Turiel, E., & Black, A. (1983). The effect of stimulus familiarity on the use of criteria and
justifications in children's social reasoning. British Journal of Developmental Psychology, 1, 49-
65.

Dourish, P., Adler, A., Bellotti, V. & Henderson, A. (1996). Your place or mine? Learning from long-
term use of audio-video communication. Computer-Supported Cooperative Work, 51, 33-62.

Dourish, P., & Bly, S. (1992). Portholes: Supporting awareness in a distributed work group.
Proceedings of the CHI 1992 (pp. 541-547). New York: ACM Press.

Dourish, P., Grinter, R. E., Delgado de la Flor, J., & Joseph, M. (2004). Security in the wild: User
strategies for managing security as an everyday, practical problem. Pers Ubiquit Comput, 8, 391-
401.



The Watcher and the Watched 27

Fish, R. S., Kraut, R. E., & Chalfonte, B. L. (1990). The VideoWindow system in informal
communications. Proceedings of the CSCW 1990 (pp.1-11). New York: ACM Press.

Fried, C. (1968). Privacy: A moral analysis. Yale Law Journal, 77, 475-93.

Friedman, B. (Ed.). (1997a). Human values and the design of computer technology. New York, NY and
Stanford, CA: Cambridge University Press and CSLI Publications.

Friedman, B. (1997b). Social judgments and technological innovation: Adolescents' understanding of
property, privacy, and electronic information. Computers in Human Behavior 13, 327-351.

Friedman, B. (2004). Value sensitive design. In W. S. Bainbridge (Ed.), Berkshire encyclopedia of
human-computer interaction (769-774). Great Barrington, MA: Berkshire Publishing Group,
LLC.

Friedman, B., Freier, N. G., Kahn, P. H., Jr., Lin, P., & Sodeman, R. (2005). Office window of the
future? — Field-based analyses of a new use of a large display. Manuscript submitted for
publication.

Friedman, B. & Kahn, P. H., Jr. (2003). Human values, ethics, and design. In J. Jacko and A. Sears
(Eds.), Handbook of human-computer interaction (pp. 1177-1201). Mahwah, NJ: Lawrence
Erlbaum Associates.

Friedman, B., Kahn, P. H., Jr., & Borning, A. (in press). Value Sensitive Design and information
systems. In P. Zhang and D. Galletta (Eds.), Human-computer interaction in management
information systems: Foundations. New York, NY. M.E. Sharpe, Inc.

Friedman, B., Kahn, P. H., Jr., Hagman, J., & Severson, R. L. (2005). Coding manual for “The Watcher
and The Watched: social judgments about privacy in a public place,” (UW Information Scholl
Technical Report IS-TR-2005-07-01). Seattle, WA: University of Washington, The Information
School.

Geertz, C. (1984). "From the native's point of view": On the nature of anthropological understanding. In
R. A. Shweder and R. A. LeVine (Eds.), Culture theory: Essays on mind, self, and emotion (pp.
123-136). Cambridge, England: Cambridge University Press.

Goldberg, K. (2005). Demonstrate project website: http://demonstrate.berkeley.edu .

Gotlieb, C. C. (1996). Privacy: A concept whose time has come and gone. In D. Lyon and E. Zureik
(Eds.), Computers, surveillance, and privacy (pp. 156-171). Minneapolis, MN: University of
Minnesota Press.

Grudin, J. (2001). Desituating action: Digital representation of context. Human-Computer Interaction,
16, 269-286.

Hatch, E. (1983). Culture and morality. New York: Columbia University Press.

Helwig, C. C. (1995). Adolescents' and young adults' conceptions of civil liberties: Freedom of speech
and religion. Child Development, 66, 152-166.



The Watcher and the Watched 28

Hudson, S. E., & Smith, 1. (1996). Techniques for addressing fundamental privacy and disruption
tradeoffs in awareness support systems. Proceeding of the CSCW 1996 (pp. 248-257). New
York: ACM Press.

Hutchinson, H., Mackay, W., Westerlund, B., Bederson, B. B., Druin, A., Plaisant, C., et al. (2003).
Technology probes: Inspiring design for and with families. Extended Abstracts of CHI 2003 (pp.
17-24). New York: ACM Press.

Idehen, E. E. (1997). The influence of gender and space sharing history on the conceptions of privacy by
undergraduates. IFE Pscyhologia, 5(1), 59-75.

Jancke, G., Venolia, G. D., Grudin, J., Cadiz, J. J., & Gupta, A. (2001). Linking public spaces: Technical
and social issues. Proceedings of the CHI 2001 (pp. 530-537). New York: ACM Press.

Jiang, X., Hong, J. 1., & Landay, J. A. (2002). Approximate information flows: Socially-based modeling
of privacy in ubiquitous computing. Proceedings of Ubicomp 2002 (pp. 176-193). Berlin,
Heidelberg: Springer-Verlag.

Junestrand, S., Tollmar, K., Lenman, S., & Thuresson, B. (2000). Private and public spaces — The use of
video mediated communication in a future home environment. Extended Abstracts of the CHI
2000 (pp. 16-17). New York: ACM Press.

Kahn, P. H., Jr. (1992). Children's obligatory and discretionary moral judgments. Child Development,
63, 416-430.

Kahn, P. H., Jr. (1999). The human relationship with nature: Development and culture. Cambridge, MA:
The MIT Press.

Kahn, P. H., Jr., Friedman, B., Freier, N., & Severson, R. (2003). Coding manual for children’s
interactions with AIBO, the robotic dog — The preschool study (UW CSE Technical Report 03-
04-03). Seattle: University of Washington, Department of Computer Science and Engineering.

Karro, J., Dent, A. W., & Farish, S. (2005). Patient perceptions of privacy infringements in an
emergency department. Emergency Medicine Australasia, 17, 117-123.

Kellert, S. R. (1996). The value of life. Washington, D.C.: Island Press.

Killen, M. (1990). Children's evaluations of morality in the context of peer, teacher-child and familial
relations. Journal of Genetic Psychology, 151, 395-410.

Kohlberg, L. (1969). Stage and sequence: The cognitive-developmental approach to socialization. In D.
A. Goslin (Ed.), Handbook of socialization theory and research (pp. 347-480). New York: Rand
McNally.

Kohlberg, L. (1984). Essays on moral development: The psychology of moral development. Vol. 2. San
Francisco: Harper & Row.

Krathwohl, D. R. (1998). Methods of educational and social science research: An integrated approach.
Reading, MA: Addison-Wesley Publishers.



The Watcher and the Watched 29

Langheinrich, M. (2001). Privacy by design — Principles of privacy-aware ubiquitous systems.
Proceedings of Ubicomp 2001 (pp. 273-291). Berlin, Heidelberg: Springer-Verlag.

Mantai, M., Baecker, R., Sellen, A., Buxton, W., Milligan, T., & Wellman, B. (1991). Experiences in the
use of a media space. Proceedings of CHI 1991 (pp. 203-208). New York: ACM Press.

Margulis, S. T. (2003). On the status and contribution of Westin’s and Altman’s theories of privacy.
Journal of Social Issues, 59, 429-441.

Marshall, N. J. (1974). Dimensions of privacy preferences. Multivariate Behavioral Research, 9(3),
255-271.

Milgram, S. (1963). Behavioral study of obedience. Journal of Abnormal and Social Psychology, 67,
371-378.

Milgram, S. (1974). Obedience to authority. New York: Harper & Row.
Moore, B., Jr. (1984). Privacy: Studies in social and cultural history. Armonk, NY: M. E. Sharpe, Inc.

Newell, P. B. (1998). A cross-cultural comparison of privacy definitions and functions: A systems
approach. Journal of Environmental Psychology, 18, 357-371.

Nissenbaum, H. (1998). Protecting privacy in an information age: The problem of privacy in public.
Law and Philosophy 17, 559-596.

Nucci, L. P. (1981). The development of personal concepts: A domain distinct from moral and societal
concepts. Child Development, 52, 114-121.

Olson, M. & Bly, S. (1991). The Portland experience: A report on a distributed research group.
International Journal of Man-Machine Studies, 34, 211-228.

Palen, L. & Dourish, P. (2003). Unpacking “privacy” for a networked world. Proceeding of the CHI
2003 (pp. 129-136). New York: ACM Press.

Pedersen, D. M. (1987). Sex differences in privacy preferences. Perceptual & Motor Skills, 64, 1239-
1242.

Pedersen, D. M. (1999). Model for types of privacy by privacy functions. Journal of Environmental
Psychology, 19, 397-405.

Pelto, P. J. (1973). The snowmobile revolution: Technology and social change in the Arctic. Menlo

Park, CA: Cummings Publishing Company.

Piaget, J. (1960). The child’s conception of the world. London, England: Routledge & Kegan Paul.
(Original work published 1929)

Privacy and American Business. (1997 April). Commerce, communication, and privacy online.
Retrieved July 24, 2003 from http://www/pandab.org/compsurv.html .




The Watcher and the Watched 30

Privacy and America Business. (1998 December). Executive Summary. Retrieved July 24, 2003 from
http//www.pandab.org/1298execsum.html .

Power, C. (1991). Democratic schools and the problem of moral authority. In W. Kurtines & J. Gewirtz
(Eds.), Handbook of moral behavior and development, Vol. 3. (pp. 317-333). Hillsdale, NJ:
Lawrence Erlbaum.

Reiman, J. H. (1976). Privacy, intimacy, and personhood. Philosophy & Public Affairs, 6, 26-44.

Root, R. W. (1988). Design of a multi-media vehicle for social browsing. Proceedings of the CSCW
1988 (pp. 25-28). New York: ACM Press.

Rustemi, A., & Kokdemir, D. (1993). Privacy dimensions and preferences among Turkish students. The
Journal of Social Psychology, 133(6), 807-808.

Schoeman, F. D. (Ed.). (1984). Philosophical dimensions of privacy: An anthology. London, England:
Cambridge University Press.

Sharp, L. (1980). Steel axes for stone-age Australians. InJ. P. Spradley & D. W. McCurdy (Eds.),
Conformity and conflict (pp. 345-359). Boston: Little, Brown, & Company. (Reprinted from
Human Organization, 1952, 11, 17-22).

Spradley, J. P. (2000). You owe yourself a drunk: An ethnography of urban nomads. Prospect Heights,
IL: Waveland Press, Inc. (Originally published 1970).

Tang, J. C. & Rua, M. (1994). Montage: Providing teleproximity for distributed groups. Proceeding of
the CHI 1994 (pp. 37-43). New York: ACM Press.

Taylor, H. (2003). Most people are “Privacy Pragmatists” who, while concerned about privacy, will
sometimes trade it off for other benefits. The Harris Poll #17. Retrieved August 28, 2003 from
http://www harrisinteractive.com/harris_poll/index.asp?PID=365 .

Turiel, E. (1983). The development of social knowledge. Cambridge, England: Cambridge University
Press.

Turiel, E. (2002). The culture of morality: Social development and social opposition. Cambridge,
England: Cambridge University Press.

Turiel, E., Hildebrandt, C., & Wainryb, C. (1991). Judging social issues: Difficulties, inconsistencies,
and consistencies. Monographs of the Society for Research in Child Development, 56(2, Serial
No. 224).

Wainryb, C., & Turiel, E. (1994). Dominance, subordination, and concepts of personal entitlements in
cultural contexts. Child Development, 65, 1701-1722.

Warren, S. D., & Brandeis, L. D. (1985). The right to privacy. In D. G. Johnson and J. W. Snapper,
(Eds.), Ethical issues in the use of computers (pp. 172-183). Belmont, CA: Wadsworth
Publishing. (Originally published in Harvard Educational Review 4, December 5, 1890, 193-
220.)



The Watcher and the Watched 31
Westin, A. (1967). Privacy and freedom. New York: Antheneum.

Wilson, E. O. (1975). Sociobiology: The new synthesis. Cambridge: Harvard University Press.
Wilson, E. O. (1998). Consilience. New York: Knopf.

Wikan, U. (2002). Generous betrayal: Politics of culture in the new Europe. Chicago: University of
Chicago Press.



Figure 1.
Figure 2.

Figure 3.

Figure 4.

Figure 5.

The Watcher and the Watched 32
FIGURE CAPTIONS
The Technical Installation in Context
Study I: Percentage of The Watched Survey Responses by Gender

Study I: Clustering of The Watched Survey Responses to the 7 Context-of-Use
Questions

Study I and II Combined: Percentage of The Watcher and The Watched Interview and
Survey Responses by Gender

Study II: Percentage of Justification Use (Averaged Across the 7 Context-of-Use
Questions) for The Watcher Large Display and The Watched Interview Responses by
Evaluation, Stakeholder Role [W’er = Watcher; W’ed = Watched] and Gender



FIGURES

Figure 1. The Technical Installation in Context
(a) The HDTV Camera (b) The Watcher

¥

The Watcher and the Watched

(c¢) The Watched

33




Figure 2. Study I: Percentage of The Watched Survey Responses by Gender
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Survey Response Male Female All
n =384 n = 364 n =750
la. Surprised to learn your live image is being displayed in an office in M[...]. 61 43 * 53
1b. Feel ...
... positive about displaying your live image in an office in M[...] (1+ positive adjective). 18 10 * 14
... neutral about displaying your live image in an office in M[...] (1+ neutral adjective). 87 83 85
... negative about displaying your live image in an office in M[...] (1+ negative adjective). 25 31 * 28
2. Displaying live video from the fountain area on a screen in M[...] violates privacy. 17 27 * 22
a. ... If a privacy violation (“yes” to 2; n = 165), then there should be a legal remedy. 77 68 72
b. ... If a privacy violation (“yes” to 2; n = 165), then even with a sign, still a privacy viol. 42 32 36
3. Agree with Idea 2: Find displaying the live video troubling. 17 31 * 23
4. It’s “not all right” if the camera displays live video from the fountain area on a screen in...
a. ... Office with outside window MJ...] 19 28 * 24
b. ... Office without a window in M[...] 21 35 * 28
c. ... Apartment on University Ave. 37 59 * 47
d. ... Apartment in Tokyo 35 57 * 46
e. ... Thousands of homes in the local city 32 52 % 42
f. ... Thousands of homes in Tokyo 34 55 * 44
g. ... Millions of homes across the globe 33 54 * 43

Notes. (1) Values in the table are the percentage of participants who gave the indicated response. (2) Two participants did not provide their
gender on the survey, so the total n from the male and female columns does not add up to 750. (3) Asterisks indicate questions with
significant gender differences (Fisher’s exact test, @ = .05). (4) MJ...] Hall stands for the name of the building on which the HDTV camera
was mounted. (5) Questions 2a and 2b were only asked of the 165 participants who judged the live video to be a privacy violation (question

2).
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Figure 3. Study I: Clustering of The Watched Survey Responses to the 7 Context-of-Use
Questions

30
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90 - @ 1 ()

Percent Agreement (Within Subject)
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a. Office b. Office c. Apt. d. Apt. e. 1000’s f. 1000's g. Millions
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Notes. (1) This graph represents only the 294 individuals who did not give the same response for all 7 context-of-use questions.
(2) Percent Agreement (Within Subject): The red lines represent links between questions or clusters of questions; the Roman numerals represent
the order in which the links were established. When two individual variables are linked together, the values on the vertical axis represent the
percentage of individuals who gave the same answer (within subject) to the two questions. When two clusters of questions are linked together,
the values represent the percentage of within subject agreement for the two most similar questions from the two clusters.
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Figure 4. Study I and II Combined: Percentage of The Watcher and The Watched Interview and
Survey Responses by Gender

Interview/Survey Response The Watcher The Watched
Display Window Wall Plaza Plaza
Interview Interview Interview Interview Survey
M F M F M F M F M F
n=15n=15 n=15n=15 n=15n=15 n=15n=15 n=384 n=364
1. Live video from the fountain is displayed in someone’s 0 13 13 13 7027 13 42 - -

office in M[...] Hall. It’s not all right this is happening.

2. Displaying live video from the fountain are on a screen 23 36 20 27 50 47 21 21 17 27
in M[...] Hall violates privacy.

3. Agree with Idea 2: Find displaying the live video troubling. 13 40 13 27 13 33 20 36 17 31

4. 1It’s “not all right” if the camera displays live video from
the fountain area on a screen in...

a. ... Office with outside window M]...] Hall 0o 27 27 40 7 46 27 33 19 28
b. ... Office without a window in M[...] Hall 0o 27 13 20 0 7 13 29 21 35
c. ... Apartment on University Ave. 0 53 40 67 47 69 21 47 37 59
d. ... Apartment in Tokyo 0 53 33 67 33 67 27 50 35 57
e. ... Thousands of homes in the local city 7 47 33 53 47 67 27 50 32 52
f. ... Thousands of homes in Tokyo 7 40 40 73 53 80 27 57 34 55
g. ... Millions of homes across the globe 0 47 33 73 47 73 40 50 33 54
5.1It’s not all right if the video is recorded. 53 79 73 87 67 87 60 93 - -

Notes. (1) Values in the table are the percentage of participants who gave the indicated response. (2) M[...] Hall stands for the university
building on which the HDTV camera was mounted.
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Figure 5. Study II: Percentage of Justification Use (Averaged Across the 7 Context-of-Use
Questions) for The Watcher Large Display and The Watched Interview Responses by
Evaluation, Stakeholder Role [W’er = Watcher; W’ed = Watched] and Gender

Justification All Right Not All Right
Wer Wed Wer Wed

M F MF M FMF

1. Personal Interest 26 34 35 27 - 3 11 4
1.1 Unelaborated 4 0 1 2 - 3 4 0

1.2 Indifference 5 11 10 11 - 0 0 0

1.3 Connection through Info. 3 11 18 4 - 0 0 2

1.4 Personal Enjoyment 9 8§ 4 2 - 0 7 2

1.5 Aesthetics of View 3 15 4 11 - 0 0 2

2. External Sanctions 0 3 8 0 - 11 0 0
2.1 Unelaborated 0 0 0 0 - 11 0 0
2.2 Punishment Avoidance 0 0 0 0 - 0 0 0

2.3 Social Condemnation 0 2 8 0 - 0 0 0
2.4 Rules and Laws 0 2 0 0 - 0 0 0
3. Functionality 23 21 34 47 - 53 2227
3.1 Biology 1 2 3 13 - 0 4 0

3.2 Tech. Isomorphism 12 18 21 16 - 17 0 4
3.3 Tech. Augmentation 12 3 12 27 - 39 19 24

4. Social Expectations 29 23 32 11 -- 28 30 31
4.1 Unelaborated 0 2 0 4 - 17 7 11
4.2 Socio-Tech. Isomorphism 3 0 4 4 - 0 0 0
4.3 Biological Capabilities 0 10 0 2 - 0 0 0
4.4 Place 2521 23 5 - 6 4 7
4.5 Current Tech. Practice 0 0 5 0 - 0 0 0
4.6 Work Practice 8 2 0o 2 - 11 19 16
5. Welfare 8 2 14 5 - 22 26 28
5.1 Unelaborated 1 0 1 2 - 3 4 0

5.2 Physical 2 0 4 2 - 0 4 7
5.3 Material 3 0 5 0 - 11 7 13
5.4 Psychological 1 2 1 2 - 8 1120
5.5 Educational 1 0 3 0 - 0 0 0

6. Privacy 8 15 3 0 - 8 3716
6.1 Unelaborated 4 2 0 0 - 6 4 16
6.2 Private Content 0 0 0 0 - 0 0 0
6.3 Legitimate Use 3 0 0 0 - 3 19 0
6.4 Maintain Anonymity 513 3 0 - 0 7 0

6.5 Control 0 0 0 0 - 0 7 0

7. Property 0 2 0 0 - 0 0 0
8. Informed Consent 0 0 0 0 - 61 2231
8.1 Informed 0 0 0 0 - 44 4 22
8.2 Consent 0 0 0 0 - 17 4 4
8.3 Informed Consent 0 0 0 0 - 0 15 4

9. Fairness 1 7 1 0 - 2 70
10. Non-issue 7 8 0 7 - 0 0 0
10.1 No Harm 5 8 0o 2 - 0 0 0
10.2 No Privacy 1 0 0 0 - 0 0 0
10.3 Implied Consent 1 0 0 5 - 0 0 0

Notes. (1) The number of the participants by evaluation, stakeholder role,
and gender (each column) who provided justifications for each of the
questions is as follows. All Right Evaluations: W’er, M, 102; W’er F, 61;
W’ed, M, 77; W’ed, F, 55. Not All Right Evaluations: W’er F, 36; W’ed,
M, 27; W’ed, F, 45. (2) Because virtually no men in The Watcher Large
Display condition provided negative “not all right” evaluations, no
justification data for this group is reported. (3) Percentages of subcategories
may not equal those of overarching categories due to (a) rounding and (b)
collapsing multiple justifications.




