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Intr oduction

A centralproblemin software developmentis to assurethat a
comple programactuallymeetsts requirementsThis problem
is mosturgentin applicationssuchas the control of radiation
theraly machineswhereexecutionof the programcanhave ir-
reversiblehumanconsequences.

The problemis difficult for at leasttwo reasons.First, there
is the sheermassof detail that mustbe handledcorrectly: the
written requirementdor our machine$ control programcom-
prisehundredsf pagesf prose andthe printedprogramilisting
compriseshundredsof pagesof programminglanguagestate-
ments(code}. The seconddifficulty arisesbecausehe two de-
scriptionsare so different. The requirementsare expressedn
Englishproseorganizedo bemeaningfulto themachines users
and maintainerswhile the programis expressedn a machine-
readablecodeorganizedto be efficiently executedby the com-
puter Thereis no obvious (simple,one-to-onexorrespondence
betweenthe two. Yet we mustsomehw derive the codefrom
therequirementsThis is the designproblem. Thenwe areob-
ligatedto shav that the codesatisfiesthe requirements— not
approximatelybut exactly, with no errorsor omissionsandno
extra (undocumentedpehaior. In the courseof this effort we
shoulddiscover and correctall errorsthat might have serious
consequencesThis is the assuanceproblem. How shouldwe
solve thesetwo problems?

The usualapproacho solving both problemsis to createone
or moreintermediatedescriptiondetweertherequirementsind
the code. This description(or collectionof descriptions)s usu-
ally calledthe design It helpsto solve bothproblemsby replac-
ing the hugeleapfrom requirements$o codewith smallersteps,
which shouldbe easierto create(design)andjustify (assure).

The choice of designmethodand notationis an actve area
of researchandcontrosersy For this projectwe choseto usea
formal methodandexpresshedesignin aformal notation This
meanghatthe designis a collectionof mathematicaformulas.
In theliteraturethisis usuallycalledaformal specification(even
thoughit oftensenesasthedesign).

We expectedtwo benefits. First, we hopedto createa design
documentthat was more conciseand more clearly structured
thanwe could achieve with proseor diagrams,so it would be
morecorvenientto useasa guidefor coding,testplanning,and
assurancactiities (reviews). Secondwe hopedto apply pow-
erful assuranceéechniqueghat becomepossiblewhena formal
specificationis available. A formal specificationis a kind of
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mathematicamodel,soit is sometimegossibleto infer or cal-
culateconclusve answergto questionsaboutproposedsystem
behaiors.

In particular we hopedto demonstratdormally that the de-
tailed designsatisfiests safetyrequirementsThe centralsafety
requiremenis thatthe beamcanonly turn on whenthe actual
setupof the machineconformsto the prescriptionselectedby
the operatot. Checkingthis requirementmight reveal errors
that escapeadetectionduring testingand reviews. To male the
safetyanalysispossible the formal specificatiormustexplicitly
describethe safestates. This informationis not presentin the
programandcannotbeinferredfrom the program.

Ourinnovationin this project,whichwe believe is anovel and
significantscientific contrikution, wasto createa formal speci-
fication of a radiationtheraly machinecontrol programin suf-
ficient detailthatit couldbeimplementecandalsocouldbean-
alyzedto determinewhetherit satisfiests safetyrequirements.
We codedthe programfrom the formal specificationandit is
now in usetreatingpatients.We alsoexperimentedvith formal
assurancenethodshut we relied primarily on traditionalassur
ancemethodstestingandcodereviews.

Material and methods

We developeda new control programfor the isocentrictreat-
mentunit attheClinical NeutronTherapy System(CNTS)atthe
University of WashingtorMedical Centerin Seattle.Exceptfor

particletype, this machineis similar to a moderntheragy linac

with aleaf collimator In July 1999 our new programreplaced
themanuhcturers original programwhich hadbeenin usesince
the machinewasinstalledin 1984[1]. Therewasno re-useof

designor codefrom the earlierprogram.

Writing the requirements

The requirementsexpressthe propertiesthat the systemmust
have to be acceptabldo its users,expressedn termsthat they
canunderstana@ndcritique. The authorsandreviewersinclude
the physicistwho definedthe physicalandclinical requirements
for the original machine,engineersvho installedand maintain
the machine,andclinical usersof the machine.Writing there-
quirementsvasa major portion of thewhole projecteffort, not
just a preliminary It was an indispensablgrerequisiteto the
formal specification.

2Othersafetyrequirementsirehandledby hardvare. Delegationof func-
tionsto hardwareor softwarefollows a hazardanalysisnot reportechere.



Writing the formal specification

Theformal specifications a collectionof mathematicaformu-
las that expressconstraintson the valuesof a setof statevari-
ables

The setof statevariablesmustrepresenall pertinentfeatures
of thetreatmenimachineryandthe treatmensessionMost ob-
viously, therearestatevariablesfor all theinputsandoutputsof
the control hardware: the commandedind achieved valuesfor
all the leaves, etc. Other statevariablesrepresenthe statusof
operationsn progresgtimersareoneexample).Still morestate
variablesrepresenthe prescribedsettings(neededo checkthe
safetyrequirementandthe patientandfield identificationused

to selectthe prescribedsettingsfrom the prescriptiondatabase.

We identified410scalarstatevariables.

We wrote formulasto expressthe constraintsghat must hold
amongthe valuesof the statevariablesat all times. Thesefor-
mulasarecalledinvariants All safetyrequirementsanbe ex-
presseasinvariants.Theformulasaresimilarto theboolearex-
pressionsvailablein mostprogramminganguagesthey eval-
uateto true in situationsthat satisfy the constraintsand false
otherwise.The Englishparaphrasef oneinvariantsays:“If the
beamis on, all leaves are within toleranceof their prescribed
values”. A conditionthatcausesninvariantto evaluateto false
violates a safety requirement. For exampleif ary leaf is not
within toleranceof its prescribedvalue whenthe beamis on,
this invariantis violated.

Theinvariantsexpresspreciselywhatit meandor theprogram
to bein a safestate. Most of the valueaddedto the projectby
the formal specificationinheresin the invariantsbecausehey
expressinformationthatis not presentn the programandcan-
not be inferredfrom the program. The programcodeexpresses
a greatmary statetransitions. With greateffort, we might be
ableto analyzethe codeto determinghe setof reachablestates.
But this cannottell usif thereachablestatesare safe. The pro-
grammight be ableto reachanunsafestate,dueto a designes
oversightor a programmingerror In fact, the safetyanalysis
is actuallynothingmorethancheckingthatthe setof reachable
statesis a subsetof the setof safestates. For this we needan
explicit descriptiornof the safestatesvhichis independenof the
program,andthatis whattheformal specificatiorprovides.

In additionto theinvariants we alsowroteformulasto express
the statetransitions.Unlike theinvariants theseformulascorre-
spondcloselyto the programcode.However they arewrittenin
the samemathematicahotationasthe invariants,andthey are
moreconcisethancodebecausehey only modelits effects,not
its details(for examplethereareno constructxorrespondingo
loopsin theformal specification) Eachoperationis describedy
aformulacalleda preconditionwhich describeshestatesvhere
theoperationcanbegin andanothercalledapostconditiorwhich
describeghe stateafterthe operationcompletegthe postcondi-
tion canbe a function of the precondition). We describedl05

3Theformulaparaphraseif p thenq is falsewhenp is true andq is false
andis true in all othersituations.

statetransitions.

We wrotetheformalspecificatiorin Z [2], amachine-readable
notationfor logic, settheory and arithmetic. Z definesmary
constructghat make it corvenientto work with large numbers
of statevariables.We wrote2103linesof Z.

Analysing the formal specification

A formal specificationmakesit possibleto performsystematic
analyseghat canreveal designerrors. Otherwise,theseerrors
might not be detecteduntil testing,and perhapsot eventhen.
Someof theseanalysescan be performedautomaticallyby a
computerprogram.

We checledfor syntaxandtypeerrors,usingatool similarto a
programmindanguagecompiler This revealsmary of thecler
ical errorsthatcancreepinto large documentgsuchasdifferent
variableswith the samename).

We alsochecled for domainerrors, usinganautomatedheo-
remprover [3]. This canreveal errorssomavhatlike array-out-
of-boundserrorsin programmindanguagesyhereafunctionis
appliedoutsideits domain.

We checled portionsof theformal specificatiorfor complete-
ness(thereis a specifiedresponseo all possibleinputsin all
possiblestates)and determinism(thereis just oneresponsdor
eachinputin eachstate).lt shouldbepossibleto automatenuch
of this, but insteadwe inspectedertinentexcerptsof theformal
specificatiorpresentedn atatkular format.

Our mostimportantanalysiswvasto checkthatthe detailedde-
signof theprogramcode(the statetransitionssatisfiests safety
requirementgthe invariants). To demonstratesafetywe must
shawv thatevery reachablestateis safe. First, shav thattheini-
tial statesaresafe.Then,for eachstatetransition,shav thatif its
startingstateis safe,thenits endingstateis safealso. That's all.
It is not necessaryo considerthe practicallyinfinite collection
of all possibleprogramexecutions(we neednot explicitly con-
structthe entire (huge!) setsof safestatesor reachablestates).
We needonly considerthe initial state(trivial) and thenindi-
vidually analyzeeachof our 105 statetransitions(tedioushbut
quite feasible). We checkthat eachtransitiondoesnot violate
ary invariants.It is not necessaryo explicitly considerall pos-
siblevaluesof the statevariablesbecausehetransitionsandthe
invariantsare both representedymbolically (with variablesin-
steadof explicit values). We needonly shav that the formula
that describeghe transitionimplies the formula that expresses
the invariants. This is usually a straightforvard exercisein the
simplificationof logical expressionsAgain, it shouldbe possi-
ble to automatemuch of this, but we usedinspection(by eye)
andafew pencil-and-papecalculations.

We also analyzedsomeof our design$ tasking and timing
propertiesvith anexhaustve simulationtechniquecalledmodel
cheking [4]. We expressedgoortionsof our designin a special
programmindanguageausedby the checler. Thenwe expressed
certainrequirementsn anotherformal notationcalledCTL that
includestemporaloperatorsuchasuntil andeventuallysoit can



checkprogresspropertiesnot just invariance.The checler tool
constructgthe (very large but finite) setof statesreachableby
the (simplified) program performinga simulationof all possible
programexecutions.Thetool checksthateachsimulatedexecu-
tion pathsatisfiegherequirement&xpressedn CTL. If it does
not, it prints the entire execution path that containsthe error
This techniquedependson constructinga much-simplifiedver-
sion of the programthat neverthelessaptureghe requirements
of interest.

Writing and testing the program

Theformal specificatiomot only supportedhe safetyanalysis,
it alsosened asthe detaileddesignthat guidedcodingandtest
planning.We usedno otherdesignnotation.

Codinga programfrom a formal specificationas detailedas
oursis a straightforvard exercise. Statevariablesin the speci-
ficationareimplementecby programvariables(of coursethere
aremary additionalprogramvariables:oopindices,etc.). State
transitionsareimplementedy functions.Usuallywe canimple-
menteachZ constructn lessthana pageof C codesoit is easy
to confirmthatthe codecorrectlyachia/estheintentof its speci-
fication. We performedpencil-and-papeiormal derivationsof a
few pagesof code,but we derived mostof the codeby intuition
andverifiedit by inspection,usingmethodsrecommendeth a
textbook[2]. Theprogramis 15,786linesof C code.

The formal analysegdescribedn the precedingsectionwere
appliedto theformal specificationnotthe code.It wasintended
to revealdesignerrors,andcannotreveal codingerrors.Our de-
velopmentmethodshouldensurethat, at worst, the code only
containstrivial logic errors. We usedcodeinspectionsandtest-
ing to detecttheseerrors.

Testingrevealed213codingerrorsduringdevelopmentbefore
the programwasconsideredcompleteand13 errorsduringtest-
ing of thecompletedorogram.

Resultsand discussion

The new programbeganclinical operationin July 1999. In the
first four monthsof use,six errorswere revealed. All six in-
volved incorrectwarningmessagesr incorrectrecord-lkeeping
by the program. At this writing (Decemberl999),no moreer
rors have appeared.The programhasnever setup a field in-
correctlyor enabledthe beamto turn on or remainon whenthe
machinewasnot setup correctly

Conclusion

Thereis really only oneway to shav that a programpossesses

ary invarianceproperty (suchas safety): shav that the set of
reachableprogramstatesis a subsetof the set of acceptable
(safe) programstates. Thereare only two techniqueghat can
shaw this conclusvely: theoremproving and model checking.

Bothtechniquesequireanexplicit descriptionof theacceptable
stateswvhich is independenof the program.

Exceptfor testing,all othereffective assurancenethodsanbe
seenasmoreor lessinformal approximationgo theoremprov-
ing or modelchecking. Our contritution in this projectwasto
raisethe level of formality, thereby(we believe) improving the
effectivenessof the analysis. We have shavn thatit is feasible
to createanduseformal specificationgor radiationtheray ma-
chinecontrols.However, our manualanalysiseffort wastedious
andfallible. Theolviousnext stepis to investigateaheeffective-
nessof automatedheoremproversandmodelcheclers.
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