A Control Systemfor a
RadiationTherafy Machine

Jonatharlaclk/; RuediRisler, David Reid,
RobertEmery Jonatharungeif Michael Patrick!

RadiationOncology Box 356043
Universityof Washington
Seattle WA 98195-6043

TechnicalReport2001-05-01

May 2001

*emailj on@i. washi ngt on. edu, telephong206)-598-4117fax (206)-598-6218
tPresenaddressRadionics Burlington MA
*PresentaddressHydro-Aire, BurbankCA



Abstract

This reportdescribesa nev computercontrol systemfor a radiationtherafy machinewith
an isocentricgantry and a multileaf collimator. It discusseshe motivation andrationalefor
someof the featuresanddevelopmentactiities, andreportsseveralmeasuresf development
effort, performanceandquality, determinedafteralmosttwo yearsof operatingexperience.

Notable featuresof the control systeminclude constructionbasedon standard(vendor
independenthardwareandsoftwarecomponentsonnectedby anetwork, asimpleandefficient
userinterface,closeintegrationwith the treatmenfplanningsystemautomatedecordkeeping
for patientquality assurancandmachinanaintenancegndeaseof maintenancandupgrading.
Separatiorof control functionsfrom datamanagemenfunctionsresultsin a control program
whichis small,fast,andfeasibleto analyzethoroughly Choiceof featuresandinternaldesign
wereinformedby fifteenyearsexperienceusingandmaintainingcomputercontrolledtheragy
machines.

The developmentmethodwas chosernto ensureexceptionalsafety reliability, andclinical
acceptability Much of the detailedspecificationvasexpressedn formal (mathematicalpota-
tion. This formal specification(not the prosedescription)sened asthe basisfor mostcoding,
testplanning,andsafetyanalysis. Testingandreviews were supplementetby new automated
analysesnethodsncludingtheoremproving andmodelcheding.



1 Intr oduction

Several qualitiesarerequiredof ary radiationtheraly machine:accuray, easeof use,efficiency,
and a manifestlysafeand correctdesign. Additional qualitiesbecomeimportantwhena unique
machinemustbe supportedoy a smallin-houseengineeringstaf: easeandeconomyof upgrades
andmaintenanceHerewe reportsereral designfeaturesanddevelopmentactivities which enabled
usto achieve thesequalitiesin atherafy machinecontrolsystem.

We developedanew computercontrolsystem(both hardwareandsoftware)for theisocentrictreat-
mentunit atthe Clinical NeutronTheray System(CNTS)atthe University of WashingtorMedical
Centerin Seattld33, 22.

We describethreekinds of innovations: in the featuresvisible to the usersof the machine,in the
systeminternalswhich are only visible to the engineersandin the developmentmethodusedto
write the control programandassurats safetyandcorrectness.

Choiceof featuresandinternaldesignfor the new control systemwereinformedby fifteenyears
experienceusingandmaintaininga one-of-a-kindcomputercontrolledtherafy machine.By com-
monly useddefinitions,we have beenroutinely performingconformaltreatmentwith a computer
controlledtherafy machinesince1984. We also have several yearsof experiencewith computer
controlledlinearacceleratorérom commercialmanugcturers.

1.1 Relatedwork

Theliteratureontheraly machinecontrolsystemss scant.Karzmark|[23] providesanearlyreview
of theraly machinetechnologyincluding controls. Early computercontrol systemauseda mono-
lithic designwith a singlemastercontrolcomputerandno network [27, 26, 40]. Distributedcontrol
systemsbasedon networked componentdhave beenusedat large researchacceleratorgor some
time [4] andhave alsobeenappliedto protontheragy [36, 32]. Magerasetal. [30, 29] andFraass
etal. [5] constructeadconformaltheraly controlsystemsby networking a workstationrunningcus-
tom softwareto the controlcomputerprovided by the theraly machinemanufcturer Approaches
to integratingtreatmentplanningcomputersandtherajy control systemsarereviewed by Kalet et
al. [22].



2 Systemdescription and history

Exceptfor particletype (neutrons)andsize (150 cm sourceto axis), our neutrontherafy machine
is similar to a moderntherayy linac with aleaf collimator (Fig. 3)L. Clinical trials have shavn that
neutronradiationis the mosteffective therajy for somecancerg25].

Computercontrolis a vital partof the systemandhasdramaticclinical impactbecausat is nec-
essaryto produceshapedneutronfields with the leaf collimator in orderto avoid unacceptable
complicationsn neutrontheragy [1]. Our collimatorhasno jaws or field shapingcomponentsther
thantheleavesthemseles(it doesnot supportexternalshieldingblocks). The only way to deliver
ary field (evenasquarejs to setup thecollimatorleavesundercomputercontrol.

TheMedicalCentermplansto operatethis uniquefacility for anextendedimeinto thefuture. In July
1999 our new systemreplacedthe manugcturers original control hardware and software which
hadbeenin usesincethe machinewasinstalledin 1984. We anticipatea long lifetime for the new
systemaswell.

3 Overall requirementsand designphilosophy

In orderto designa computercontrol system.,it is necessaryo have an overall philosophycon-
cerningthe purposeof computercontrolandtheappropriateolesof thecomputertraditional(non-
programmablexontrol mechanismsand the humanoperators. We believe that poor choicesat
this level (or failure to make deliberatechoicesat all) werethe root causeof accidentsnvolving
computercontrolledradiationtheraly machineqd27, 26]. Thereforewe make our designphiloso-
phy explicit here.

The primary purposeof the computercontrol systemis to enforcethis safetyrequirement: The
therapy beamcanonly turn on or remainon whenthe actual setupof the madine matthesa stored
prescriptionthattheopeiator hasselectecindapproved Mostof thedesignarisesrom elaborating
this single requirement:the computerprovides a databasef prescribedields anda way for the
operatorto selectone;the computercontinuallyscansall the actualsettingsandcompareshemto
the prescribedsettings andsetsinterlocksthatkeepthe beamoff if they do notmatch.A secondary
purposeof thecomputercontrolsystems to make treatmentsnoreefficientby automaticallysetting
upinternalmotions(leaves,wedgesetc.) andotheritems(thedosimetrysystem}thatdo not present
collision hazards Anothersecondanpurposeof the computercontrolsystemis to log information
usedfor recordkeeping,quality assuranceandmachinemaintenance.

1This figure appearsittheendof thereport



Controlsoftwareis laboriousto develop anddifficult to make correct.We only useit wherewe can
justify theeffort andrisk: in data-intensie operationswvhereit is unlikely thatanon-programmable
mechanisntouldbemadeefficientandreliable.We continueto usehard-wiredmechanismsvhere
they areeffective, includingmary safetyandequipmenprotectionfunctions.

Thetheraly machineremainssafeif any computerhaltsor resetsor its programaborts(crashe}
atary time. Local (nonprogrammablenechanismplacethe equipmenin a safestate(beamoff,
motionsdisabled)if the controlling computerfails. Essentialdataare saved: electromechanical
countergetainthemostrecentlymeasurediose,evenif all powerto thefacility is lost.

We distinguishcontrol functionsfrom datamanagemenfunctionsand delegatethemto different
programsandcomputersControlfunctionsmustbe executedo actuallyirradiatethe patient,while
datamanagemerfunctionsarepreparation®r followupsto treatingthe patient(suchasmaintain-
ing the prescriptionfile). Most of the control functionsexecutein a therapy contiol program that
runsonaspecial-purposembeddedomputerwhile datamanagemerfunctionsexecutein several
programghatrun on general-purposéesktopcomputerg. Datamanagemergrogramspreparen-
putfiles (suchastheprescriptiorfile) andthetheragy controlprogramonly readshem.Thetherayy
control programonly writes certainoutputfiles (suchastreatmentecords)anddatamanagement
programsanalyze display andprint then?. This separatiorbetweercontrolanddatamanagement
keepsthe control programsmallandenablesisto concentrateffort on makingit correct,reliable,
andefficient.

Operatorgand patients)shouldnever have to wait for the computer Whenthereis a perceptible
delay it shouldarisefrom someunavoidableprocessn theervironmentor thecontrolledequipment
(for example waitingfor thecollimatorleavesto reachtheirprescribegositions).Time-consuming
file operationshouldbeavoidedby keepingprogramsanddatain controlcomputememorywhen-

ever possible.

Primaryresponsibilityfor the safetyandcorrectnessf theray remainswith the humanoperators.
It is the therapists job to identify the patient,selectthe fields prescribedor that patienton each
treatmentlay, andconfirmthattheprescribedettingsandotherinformationstoredin thecomputer
areconsistenwith otherdocumentatiofpaperchart,printedtreatmenplanetc.). It isthetherapists
job to positionthe patient,to guide externalmotionsof the theraly equipmenthat might present
collision hazardggantryetc.),andto indicatewhento turn onthetheray beam.lt is thetherapists
job to obsenre the patientand machineryduring the treatmentto stopthe treatmentf problems
occur andto noteunusualoccurencegandreportthemto the engineeringstaf. It is thetherapists
job to keepa paperrecordof which treatmentave occurredandthe dosedeliveredfor eachfield
on eachtreatmentay asacross-checlkonthecomputerecords.

Thereareadditionalcontrol programsandembedded¢omputergsection5.1).
3A network makesit possiblefor programsunningon differentcomputergo usethe samefiles (section5.1).
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4 Featuresvisible to users

In this subsectiorwe describeeaturesvisible to therapistsaandotherusers:the operators console,
integration with the treatmentplanning system,and recordkeeping. We devoted greateffort to
achiezing usability andefficiengy. Thesearenot merelymattersof corvenience.Poorly designed
featurescan malke a systemerrorprone and difficult to check. Details appearin the therapists
guide[15] andthereferencamanual[14]*.

4.1 Operator’'sconsole

The operators consoleprovidesa color graphicworkstationwith a keyboard,but the beam-orand
beam-aof functionsareprovided by hard-wiredbuttonson a control panel(Fig. 1). Therearealso
lampsandnumericLED indicatorson the panelfor a few conditionsand quantitieswhich require
conspicuousand uninterrupteddisplay A few indicatorsand functionsthat are provided at the
workstationarealsoprovided by lampsandbuttonsin thetherajy roomaswell, to save therapists’
stepsandtime.
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Figurel: Therapy controlconsole
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Thereis just one workstationat the console,with a single video display and keyboard. Some
computercontrolledtherafy machinesusetwo or more displaysand keyboards(with a separate
workstationjust for theleaf collimator, for example).We believe thisis unnecessarilgomplicated
andwastesspace.

It hasbecomeusualfor computerprogramsto displayseseral (or mary) panelsor windows con-
trolled by a pointing device or mouse(our own treatmentlanningprogram[21] is oneexample).
This is calledthe desktopmetaphor it wasinventedto help automateoffice work. We believe this
styleis not well-suitedto atheray machine.Treatinga patientis notlike typical office work; the
therapist attentionshouldusuallybe focusedon the patient,not the computer

We adopteda control panelmetaphorinstead. The workstationdisplayresembles control panel
with lampsandotherindicators(Figs4, 5, 6, 7)°. The operatorissuescommandsby pressingkeys
onakeypad,like pushingbuttonson a controlpanel(notlike typing at a keyboard).We do not use
themousegwhichwould bedifficult to useamongthechartsandfilms thatoftenoccupy theconsole
desksurface). In general the displayshawvs fewer itemsbut is clearerthantypical office software
(oursusesalargertypeface,color coding,andno overlappingwindows).

Several indicatorsare always visible on the display: the currently selectedpatientandfield, the
operator(therapistor physicist) on duty, and six subsystemamps. Eachlamp is red when its
subsystenis notreadyfor atreatmentindgreenwhenit is ready;yellow indicateshe operatothas
deliberatelyoverriddena conditionwhich would normally be indicatedin red. Whenall lampsare
greenor yellow, the operatomayturn on the beamby pushingabuttonon the controlpanel.When
ary conditionoccursthatcauseshe beamto turn off, atleastoneof thelampsturnsred.

Theoperatompressekeysto selecthecontentof thelargecentralpartof thedisplay Somescreens
shawv the patientsandfields in the prescriptiondatabaseso the operatorcan selectone (Fig. 4).
Anotherscreershavs asummaryof thecurrentlyselectedield (Fig. 5). Otherscreenshav details
of particularsubsystemgFig. 6), and othersshav calibrationsand other diagnosticinformation
(Fig. 7). Thereare 20 differentscreensOf these,11 (including Fig. 7) areintendedfor engineers
andtechnicianspot therapists.Therapistscanperformtypical (uneventful) treatmentsisingonly
three:the patientsscreenthefields screenFig. 4) andthe summaryscreenFig. 5).

For atypical treatmenthetherapistselectsa patient,selectsa field, displaysthe summaryscreen,
pressesa key to automaticallysetup the dosimetrysystemand internal motionswhich poseno

collision danger(leaf positionsetc.),andentersthe treatmentroomto positionthe patientandset
up externalmotions(gantryrotationetc.). As eachsubsystensetsup, its lampturnsgreen.When

all lampsaregreen,the therapistpusheghe beam-orbutton. Whenthe dosimetrysystemdetects
that the prescribeddosehasbeendelivered, the beamturns off automaticallyand the dosimetry
subsystentampturnsred.

*Thesefiguresappeaat the endof thereport. The patientnamein thefiguresis fictional.



Thecontrolprogramdoesnotrequiretherapistdo performoperationsn aparticularfixedsequence.
Most operationsare available at all times, althoughsomecommandsare disabledby particular

conditions. For examplethe therapistcan always display the list of fields (Fig. 4) but it is not

possibleto selecta new field while the beamis on.

Certainoperations(changingcalibrationfactorsetc.) are only availableto physicists(including
engineersandtechnicians).Eachoperatomustlog in by typing a usernameandpasswverd (this is
the only operationwherea therapistmusttype at the keyboard),andis identifiedasa therapistor
physicistatthistime.

4.2 Integration with the treatmentplanning system

The only way to entertherayy fieldsinto the control systemis to transferthemfrom the treatment
planningprogram. We have obsered this discipline without exceptionsincethe machinebegan
operation[22]. Thereis no way to enteror edit fields at the therayy control console.Thetheray
controlprogramonly readsthe prescriptiorfile, it never writesit or updatest. The prescriptiorfile
is maintainedby two datamanagementrogramsthetreatmenplanningprogramandthe archier.

New patientsandfieldsareaddedo the prescriptiorfile by the (locally developed)treatmenplan-
ning program[21]. A dosimetristat a treatmentplanningworkstationusesthis programto store
thecompletecheutrontreatmenplanin afile sener andnotifiesthetherapisthatthe planis ready
Thetherapistunsthetreatmenplanningprogramat a differentworkstationin the neutrontheragy
controlroom, retrievesthe plan, reviews it, and(if it is satishctory)selectsandconfirmsthe plan-
ning programs transferoperation At this pointthetherapistakesresponsibilityfor performingthe
propertreatment.Theplanningprogramwritesout the pertinentpatientandfield setupinformation
andappendst to the controlsystemprescriptiorfile.

It is usualto transferadditionalfieldsfor thethe samepatienton differentdays,afterphysiciansand
dosimetristgevise the plan or addboostfields. New fields are simply appendedo the endof the
file. To changeafield (evenoneleaf), it is necessaryo transferacompletenew version;the earlier
versionremainsn thefile but thetherapisimarksit supeceded

All fieldsfor a patientremainin the prescriptiorfile until the patientcompleteghe courseof treat-
ment. Thenthetherapistrunsthe archiver programto remove the patientandall of thefieldsto a
permanenarchie.

To readthe latestversionof the prescriptionfile into the theray control program,the therapistat
the consolepresseshe key to displaythe list of patients(this is the usualpreliminaryto selecting
a patient,whetheror not the prescriptionfile haschanged).The programreadsthe entirefile into
memory replacingall of the previous contents. If the programis unableto readthe file, or if it

8



encountergnerroror anindicationthatthefile hasbecomecorrupted;t retainsall of the previous
datasomemorycontentgemainconsistentTreatmentsancontinue(but perhapsithoutthemost
recentpatientsandfields) even whenthereis a problemwith the treatmentplanningfile sener or
the prescriptiorfile.

4.3 Recordkeepingfor patient quality assuranceand maintenance

The controlprogramandthe datamanagemenprogramamnaintaina completepermanentecordof
successke stepsn thetreatmenprocesdor every patient.

Theprescriptiorfile recordsall prescribedieldsfor eachpatientcurrentlyundertreatmentjnclud-
ing the dateeachfield wastransferredrom the treatmentplanningsystemandthe therapistwho
performedransfer(Fig. 4).

Thetherapy controlprogramkeepsarecordin memoryof eachfield’s total doseto date,dosefor the

currentday, andnumberof treatmenidaysto date. This informationis displayedfor the therapist
(Fig. 4). Theprogramissuesawarningif thetherapistselectsa completedield (whoseprescribed
totalshave beenreachedpr a supercedefield.

The dose-to-dateecordsfor all fieldsarewritten outto a diskfile atthe endof eachtreatmentun
sotheinformationis not lost if the programshutsdowvn. Eachtime the programrestartsjt reads
thisfile.

The control programappends recordto a treatmentecordfile eachtime the therafy beamturns
on or off, andat the end of eachtreatmentrun. Eachrecordstoresall of the pertinentmachine
stateat that moment,including the prescribedand actualsettingvalues,calibrationfactorvalues,
the elapsedime andaccumulatedlosefor therun, the currentlyselectegpatient field andoperator
onduty, etc.

The sameuniqueidentifier for eachtreatmenffield is usedin the treatmentplanningprogram,the
prescriptiorfile anddose-to-datdile, andthetreatmentecords.This makesit possibleto checkfor
errorsby comparingsuccessie stepsin thetreatmenfprocesdrom planningthroughdelivery. We
call this end-to-enctheking.

Whenpatientscompletetheir courseof treatmenttheir recordsareremoved from the prescription
file anddose-to-datdile andare storedin a permanenarchive on disk. All treatmentrecordsare
alsostored.Thereis enoughcapacityin the diskfile systemto storemary yearsof recordson-line.

Thetherajy control programalsowrites alog thatrecordspertinenttreatmentandmachineevents.
At theoperators commandheprogramcanwrite outfiles shaving therecentmessagéraffic among
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the networked control computers.Thesecanbe usefulfor machinemaintenancendtroubleshoot-
ing. They arealsokepton-line permanently

5 Internals

In this subsectiorwe describehe systeminternalswhich areonly visible to engineersthe overall
architectureandthe componentsDetailsappeatin the operationsnanual9].

Long productlife andeaseof maintenancendupgradesrean overriding concern.Customsoft-
ware developmentis so laboriousand costly that we cannotafford to rewrite the entire control
software every few years.The entiresystemdesignwasvery muchdrivenby our needto postpone
obsolesence.

5.1 Network-basedhardware and software architecture

We chosea control systemarchitecturecomposedf several computersconnectedoy a network
(Fig. 2). This confersseveral advantagesit easeslevelopmentandmaintenancéecausehe ma-
chine can be operated(in somemodes)even when someof the computersare disconnectedr
inoperable.lt providesflexibility in locatingequipment.lt postpone®bsolesencbecauseave can
performfuture upgradesn stagesreplacingcomponent®neat atime. We hopethatthe costand
effort of occasionallyreplacingcomponentsand (rarely) rewriting (small) portionsof the custom
softwarewill bemuchlessthantheinitial costandeffort of creatingthe new controlsystem.

At this writing the control systemincludeseight networked computergnot countingthe treatment
planningcomputers) Eachcomputerexecutests own controlprogramandcommunicatesvith the
othersby exchangingmessagesver the network.

The X terminal (actuallya kind of computer)providesthe operators keyboardandvideo display
Thetherapy control computerexecutesour customtherapy controlprogram.The hostprovidesthe
file systenthatstoresheexecutableontrolprogramfilesandall thedata,includingtheprescription
file derivedfrom treatmenplans. Thesecomputergeplacea singlemastercomputerthat provided
all threefunctionsin theoriginal controlsystem.

Five morecomputersenseandcontrolthetheraly equipmen{relays,motors,ion chamberstc.):
the leaf collimator contoller (LCC), the dosemonitor controller (DMC), the treatmentmotion
contrwoller (TMC), andtwo programmabldogic contollers (PLCs). The PLCshandlesingle-point
sensorandcontrols(limit switches pushhuttons,lamps)anda few analogsignals.They replacea
partof thedigital input/outputsystemof the mastercomputerin the old controlsystem.The LCC,
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DMC andTMC areretainedirom the old controlsystem.

Eachcomputeris largely autonomousand can continueto performits essentiafunctionseven if

contactwith theothersis lost. The safetyof thetheraly machinenever depend®n messagebeing
receved within someparticulardeadline or beingrecevedat all. Eachcomputercandetectcom-
municationerrorsor timeoutsin the othersandrespondappropriatelyby indicatingthe problemand
placingits local controlsin a safestate.The network is usedto sharedataandcoordinateactuities,
to make progresswhile local controlsensuresafety Two or more computersmust cooperatego
begin any potentiallyhazardousperatiorbut eachcomputetby itself canreturntheequipmento a
safestate.For examplethetheraly controlcomputemustioadthe DMC with the prescribeddose
andcommandt to closeits relaysin orderto turn onthetherapy beam.After that,the DMC itself
opensits relays(forcing the beamoff) whenit detectshatthe prescribeddosehasbeendelivered
or anerrorhasoccurred.

Thecontrolsystemcontinuesvorking if the hostshutsdown or becomesnaccessibleThetheray

control programstoresall datain programmemoryandonly readsor writes files whennew data
becomeavailable. If the control programis unableto accesshe hostit continuesunningwith the
dataalreadyin memoryand notifiesthe operator The operatorcancommandthe programto try

againwhenthe hostbecomesccessible.

We chosea centralizedarchitecturevherethe therapy control computeractsas masterandsends
commandgo all the others,which respondonly to the master This is a software designdecision;
the network supportanessageamongary computers.

The control computersandthe hostcommunicateover a private network thatis separatdrom the
hospitalnetwork (Fig. 2). This providessecurityand minimizesnetwork congestion.The hostis
alsoconnectedo the hospitalnetwork soit cancommunicatewvith the treatmenplanningprogram
andthe otherdatamanagementrograms.

5.2 Selectinghardware and software products

Having decideduponthe overall network-basedarchitecture pur next taskwasto selectparticu-
lar hardware and software products(we usethe word “products” broadlyto include programming
languagesindsoftware protocols,anditemsavailableat no costfrom academiandresearchnsti-

tutions).

To avoid obsolesencaye choseproductswhich arenow widely used appeato have along future,
andarelikely to bereplacedoy functionally similar products.Wherepossible we choseproducts
that are available from several manufcturersandthat conformto somevendorindependenstan-
dard. To obtainreliability andstability, we choseproductswhich have alreadybeenin wide usefor
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mary years,sothe worst defectshave beenshalen out andthe remaininglimitations arewell un-

derstood Wheretherewasa choicebetweera simpleproductanda morecomplex one,we choose
the simpler Wherea productoffers a large andcomplex featureset,we limit our useto a stable
(older, betterunderstoodysubset.We avoid productswhich seemoverly comple or which might

requireexcessie maintenancerThis shouldreducethe numberof failuremodesandalsoreduceour

dependencen particularsuppliers.

The network is Ethernethardwarewith TCP/IP software [39] (at this writing the LCC, DMC and
TMC areconnectedusingseparatdRS232cables). The hostcommunicatesvith the therapy con-
trol computerusing NFS (network file system)[39], a standardsoftware protocol. NFS enables
programsto be written asif all files were attachedocally; the actuallocation of the files on the
network is specifiedin a configurationfile that the programreadswhenit startsup. TCP/IPand
NFS arenow universally supportedby manuficturersso almostary recentmodelworkstationor
personatomputercouldbeusedasthehosf. Theconsolecomputeris anX terminal’, acomputer
configuredby its manugcturerto displaygraphicsexpressedn X, anotherstandardorotocol[35]
(mostworkstationsandpersonaktomputersouldalsobesoconfigured).Thetheray controlcom-
puteris a single-boarccomputerfrom a semiconductomanugcturer. It hasno keyboard display
ordisks,but hasonboardRS232portsandanEthernehetwork interface. It hasanindustrystandard
size,shapeandedgeconnecto(VME bus[28]) soit canbehousedn a genericcabinet.ThePPLCs
areindustrialprogrammabldogic controllers®. The LCC, DMC and TMC were provided by the
cyclotronmanufcturer

Most of our programmingeffort wasdevotedto thetheragy controlprogram.The programis writ-

tenin C [24], usingonly universally supportedstandardfeaturesand libraries, exceptfor a few

well-encapsulatedhodulesthat usethe (alsowidely supported)Xl i b library for X graphics[31]

and (proprietary)operatingsystemlibrariesfor tasking,synchronizationanddevice control. The
theragy control computerrunsa real-timeoperatingsystem[41] 1°, which provides deterministic
timing andis muchsmallerandsimplerthana generalpurposeoperatingsystemsuchasUnix or
Windows.

We wroteall thecode“by hand”. The programdoesnotincludeary databaser graphicsproducts.
Suchproductscanbe comple and often requireextensie operatingsystemsupport,which tends
to producea large programthatis difficult to analyze.Moreover, theseproductsoften changeover
time asnew versionsarereleasedThis canmake maintenanceifficult.

We alsowrotethe PLC programsn ladderlogic notation,usinga languageprocessoprovided by
thePLC manufcturer Theprogramdor theothercomputersvereprovidedby theirmanufcturers.

6At this writing the hostis a Hewlett PackardB160workstationrunningthe HP-UX 10.200peratingsystem.
"TektronixXP217C

8MotorolaMVME167-004Bwith a 25MHZ 68040processoand32MB memory

®Modicon Quantumseries SchneideElectric, Inc.

10yxWorks, Wind River Systemdnc.
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6 Developmentmethod

In this subsectiorwe describethe developmentmethodusedto design,code,analyzeandtestthe
therapy controlprogram.

Programmings notoriouslyfallible. It is typical for seriouserrorsto escapeadetectionin testing.
Errorsin atheraly machinecontrol programhave causedatal accidentd27, 26]. Finding better
methodsfor preventinganddetectingerrorsis an active areaof researchandcontrorersy We de-
cidedto try formal methodsexpresghedesignn mathematicsthisis calledaformalspecificatioi,

andusemathematicahnalysegtheoemproving, modelcheding) to detecterrorsand(eventually)
demonstrateorrectness As far aswe know, oursis the first projectto apply formal methodsin

radiationtherayy, althoughthereareexamplesin otherindustrieq6].

In particular we hopedto demonstratehat the detaileddesignsatisfiesthe centralsafetyrequire-
ment: the beamcanonly turn on (or remainon) whenthe actualsetupof the machineconformsto
the storedprescriptionselectedy the operator

6.1 Writing the requirements

Therequirement$16, 17, 12] expressthe propertieghatthe systemmusthave to be acceptabldo
its users,expressedn proseanddiagramsthatthey canunderstandgndcritique. The authorsand
reviewersincludethe physicistwho definedthe physicalandclinical requirementdor the original
machine,engineersvho installed and maintainthe machine,and clinical usersof the machine.
Writing therequirementsvasa major portionof thewhole projecteffort, notjusta preliminary

6.2 Writing the formal specification

Theformal specificationis a collectionof mathematicaformulasthat expressthe requirementss
constraintson a setof statevariables It is expressedn Z [38, 7], a machine-readablaotation
for logic, settheoryandarithmetic. The full text appearsn [13]; excerptsandcommentaryappear
in[18, 7,19, 10].

The setof statevariablesrepresentsll pertinentfeaturesof the treatmentmmachineryandthe treat-
mentsession.Therearestatevariablesfor the prescribedandactualvaluesfor all the settingsthe
statusof operationsn progressthe patientandfield identificationusedto accessstoredprescrip-
tions, etc. We identified 410 scalarstatevariables(Table 2). Z provides constructshat malke it
corvenientto dealwith large numbersof variables.
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We wrote formulasto expressthe constraintgshatmusthold amongthe valuesof the statevariables
at all times. Theseformulasare calledinvariants All safetyrequirementsan be expressedas
invariants. Invariantsevaluateto true in situationsthat satisfythe constraintsandfalse otherwise.
The Englishparaphrasef oneinvariantsays:“If the beamis on, all leavesarewithin toleranceof

their prescribedvalues”. A conditionthatcausesaninvariantto evaluateto falseviolatesa safety
requirement..

The invariantsexpresspreciselywhat it meansfor the programto be in a safestate. Most of the

valueaddedo the projectby theformal specificatiorinheresin theinvariantsbecauséhey express
informationthatis notpresentn theprogramandcannotbeinferredfrom theprogram.Theprogram

codeexpresses greatmary statetransitions. With greateffort, we might be ableto analyzethe

codeto determinehe setof reachablestates.But this cannottell usif thereachablestatesaresafe.

The programmight be able to reachan unsafestate,dueto a designoversightor a programming
error In fact, the safetyanalysisis actually nothingmore thancheckingthat the setof reachable
stateds a subsebf the setof safestates.For this we needan explicit descriptionof the safestates
whichis independendf the program,andthatis whatthe formal specificatiorprovides.

In additionto the invariants,we alsowrote formulasto expressthe statetransitions. Unlike the
invariants theseformulascorrespondloselyto the programcode.However they arewrittenin the
samemathematicahotationasthe invariants,and they are more concisethan codebecausdhey

only modelits effects,not its details. Eachoperationis describedby a formulacalleda precondi-
tion which describeghe stateswherethe operationcan begin and anothercalled a postcondition
which describeghe stateafter the operationcompleteqthe postconditioncanbe a function of the
precondition) We describedL05 statetransitions.We wrote 2103linesof Z in all (Table2).

The structureof the formal specificationalso expresseshe modulardesignof the program. We
believe thatwriting andrevising the formal specificatiorhelpedus malke a clearandconcisedesign.

6.3 Analysing the formal specification

To demonstratsafetywe mustshav thatevery reachablestateis safe,asfollows: First, shav that
theinitial statesaresafe.Then,for eachstatetransition,shaw thatif its startingstateis safe thenits
endingstatels safealso. That'sall. It is notnecessaryo considetthe (vast)collectionof all possible
programexecutions.We needonly considerthe initial state(trivial) andthenindividually analyze
eachof our statetransitiongtediousbut quitefeasible).We checkthateachtransitiondoesnot vio-
lateary invariants.It is notnecessaryo explicitly considerall possiblevaluesof the statevariables
becausghetransitionsandtheinvariantsarebothrepresentedymbolically (with variablesinstead
of explicit values). We needonly shav that the formula that describeghe transitionimplies the
formulathatexpressesheinvariants.Thisis usuallya straightforvard exercisein the simplification

"Theformulaparaphrasei p thenqis falsewhenp is true andq is false andis true in all othersituations.
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of logical expressionslt shouldbe possibleto automatanuchof this usinganautomatedheorem
prover, but we usedinspection(by eye) anda few pencil-and-papecalculations.Someexamples
appeain [19, 10]. Sincetheseanalysesverenotautomatedthey arefallible andrely on subjectve
judgmentregardingwhereto concentratéhe inspectioneffort.

Somepropertienf aformal specificatiorcanbe checled automatically We checledfor syntaxand
typeerrorsusingatool [37] similarto a programminganguagecompiler andchecled for domain
errors (somavhatlik e array-out-of-boundsrrors)usinganautomatedheoremprover [34].

We analyzedsomeof our designs taskingandtiming propertied8] with anexhaustve simulation
techniquecalledmodelchedking [3]. We expressedbortionsof our designin aspecialprogramming
languageusedby the checler, writing a much-simplifiedversionof our programthat nevertheless
exercisedcertainrequirementsf interest.Thenwe expressedhoserequirementin anotherformal

notationcalled CTL thatincludestemporaloperatorssuchasuntil andeventuallyso it cancheck
progresgproperties not just invariance. The checler tool constructghe (very large but finite) set
of statesreachableby the (simplified) program,performinga simulationof all possibleprogram
executions(including all possibleinterlearings of a multitaskingprogram). The tool checksthat
eachsimulatedexecutionpathsatisfieshe requirement&xpressedn CTL. If it doesnot, it prints

the entireexecutionpaththatcontainsgheerror.

The automatedanalyseschiaze completecoveragewithin their (limited) scope;in thatsensehey
areinfallible. However, the choiceof whatto analyzeandthe judgmentthat the formal notation
expresses sufiiciently accuratanodelof thereal systemis subjectve andfallible.

6.4 Codingthe program

The formal specificationalso sened asthe detaileddesignfor mostof the code(but not all code
wasformally specified seeTable2). We usedno otherdesignnotation(beside€nglish).We coded
usingmethodsecommendedh atextbook[7]. Usuallywe couldimplementeachZ paragraphn

lessthana pageof C codesoit is easyto confirm by inspectionthat the codecorrectly achiares
theintentof its specification.We performeda pencil-and-papeformal verificationof one pageof

code[18]. Detailsaboutthe codeandprograminternalsappeaiin theimplementatiorreport[11].

We hadonly limited accesdo the therafy machine(which wasalreadyin use,runningunderthe
old control system),so we developedprogramversionsthat do not requireaccesgTable 3). The
demonstation versionrunson anordinarydesktopworkstation.Thesimulationversionexecuteson
thesingle-boarccomputemwith thereal-timeoperatingsystemput inputsandoutputsto thetheragy
equipmentaresimulatedby stubroutinesthatreadandwrite files instead.A third versionexecutes
onthetheray machine Most of the codeis the samein all versions.
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The programwas built up incrementallyand was under continualrevision. We recordedevery
addition,revision andcorrectionto the programin achangdog (Table3)2.

6.5 Testingand evaluating the program

The formal analysesdescribedoreviously were appliedto the formal specification not the code.
They wereintendedto reveal designerrors,andcannotreveal codingerrors.We usedcodeinspec-
tionsandtestingto detecttheseerrors.

We distinguishtestingfrom evaluation. Testingis devotedto detectingerrorswhereprogrambe-
havior violatesthe specification[20]. Evaluationis devotedto clarifying requirementsassessing
usability and obtainingsuggestiongor improvement. Most programuseduring developmentwas
evaluation,not testing;mostchangedo the programwereadditionsandimprovementsnot correc-
tions (Table3)3.

In the demonstratiorand simulationstagesnosttestswere performedautomaticallyby executing
testscripts:files of simulatedoperatorkeystrokesandsimulatednputsfrom the treatmenmachin-
ery. Using scriptsensureghattestsarerepeatabl€andare easyto repeat). The outcomeof each
testis recordedin log files written by the programundertest. In the evaluationand acceptance
testphasesve ranthe treatmenimachine(including the new control program)in exactly the same
configurationasatherapistwould useto treatpatients.Thereforewe couldnot usescripts.Instead,
testersvorked atthetheragy consolefrom awritten testplan. Sometestssimulatedequipmentnd
programfailuresduringtreatmenbperationgby substitutingjumpersfor relays,resettingcomput-
ers,etc.).

7 Program sizeand other project metrics

The productsof the developmentinclude documentatiorand assurancevidence(testplansetc.),
notjustthe programitself (Tablel).

Our theray control programis small, hasminimal dependencen other products,and requires
little operatingsystemsupport,soit shouldbereliableandeasyto maintain. It comprisesl5,786
lines of C programminganguagecode(not countingcommentsandblanklines), divided into 96
files (Table2). Of these,75 useonly ANSI standardC constructsandlibraries; 4 more usethe

2Thelog doesnotdistinguishchangesnadein the simulationandevaluationstagegexceptcorrections) Theentryin
thetable(742)is thetotal for bothstages.

13We beganthe acceptancéestphasevhenwe consideredhe programfinished. We subsequentlglecidedon further
revisionssothetableshavs bothchangesndcorrectionsn this phasealso.
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\ PRODUCT SIZE

Requirements: overview [16] 106 pages
Requirements: user interface (chapters 2, 6-9in[17]) 106 pages
Requirements: hardware and files [12] 131 pages

Formal specification (Z notation) [13] 129 pages (2103 lines)
Scheduling model (Z notation) [8] 246 lines
Scheduling simulation (SMV model checker, CTL) [8] 423 lines

Program change logs 3144 lines

Test data and scripts 30725 lines
Acceptance test plan 42 pages

Program code (C programming language) 15786 lines (96 files)
Therapist's Guide [15] 41 pages
Operations Manual [9] 125 pages

Reference Manual [14] 233 pages
Implementation Manual [11] 70 pages

Tablel: Developmentproductsdocumentandcode)

X graphicslibraries. Thesefiles were written andfirst testedon a general-purposaorkstation.
Only 17 files usethereal-timeoperatingsystemlibraries; thesehadto be developedon the control
computer Weonly use32 X library functions(outof morethan360provided[31]) and31operating
systemfunctions(out of morethan1400provided [42]). The total sizeof the executableprogram
files loadedinto thetheray controlcomputeris 1,611,6680ytes(1,611kilobytes,1.6 megabytes):
716,380bytesfor the operatingsystem(including network support),502,429bytesfor X graphics
supportand392,859%ytesfor our customtheragy controlprogram.

Our control software is much smallerand simpler than typical applicationprogramsfor general
purposecomputerswhich often occupy several megabytesand are strongly interdependentvith
operatingsystemghatoccugy mary megabyteamore. It is thoughtto beinfeasibleto analyzesuch
comple systemghoroughly andmary errorsaredetectedy customersfterlong use.

Thanksto its smallsize,thetheraly control programis fast. The programbootsandcompletests

initialization sequencen about35 seconds.The entire programandall dataremainin computer
memorysooperatoralmostnever perceve delaysdueto computeractiity.

8 Operational experience

The new control systemwas put into operationin July 1999. At this writing (May 2001)it has
deliveredover 9000fields (Table3). We have never deliveredanincorrecttreatmentandwe have
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Category Formal specification in Z CodeinC
variables | transitions | lines | files [ lines
Pervasive constants and types 0 0 55 6 491
User interface (except graphics) 10 34 | 658 2| 2058
In-memory database 185 9| 333 6 686
Interlocking logic 114 2| 188 2 474
Process and event handling 4 1 40 19 776
Low-level device control 14 18 | 375 13| 2898
Files and persistent data 65 13| 186 13 | 1598
Treatment sequence 18 28 | 268 2| 1663
Graphics (utilities) 0 0 0 5| 1006
Graphics (application-specific) 0 0 0| 28| 4136
Total 410 105 | 2103 | 96 | 15786

Table2: Therajy controlprogram:sizeof formal specificatiorandcode

never hadto reschedulddelay) a treatmentfor technicalreasons.Therapistsand other staf say
the new systemis a big improvementin corvenienceand efficiengy over the old system. It has
beeneasyto revise the programto improve efficiengy andto correctafew errors.We have already
replacedhreeof the networked computergboth PLCsandthe host).

8.1 Revisionsafter installation

In thefirst few monthsof operatiorwe mademary minor revisionsto thetheragy controlprogram
to improve efficiengy and usability andto deal with situationsnot anticipatedwhen the specifi-
cationswerewritten (Table3). Someinvolved the userinterface,othersdealtwith noisein analog
signalserrormessagefom thecontrollers,andtiming andinterlearing of controlleractivity. None
requiredextensve changedgo the designor code.

We madeseveral changego the network beforearriving at the configurationpicturedin Fig. 2. At
first the controlcomputersvereconnectedo a segmentof the hospitalnetwork andthe department
clustersener wasalsothe control systemhost. Operatorssometimesexperiencedappreciablale-
lays whenthe control programattemptedo reador write files; during oneincidentthe program
crashedduringanothemafile wascorrupted.Eventuallythe problemwastracedto anintermittently
faulty device on the hospitalnetwork. We provided the control systemwith its own hostand a
private network, wherethereare mary fewer devices and (we hope)fewer failure modes. Since
thenwe have experiencecho network problems.Network reconfigurationsequiredno changego
thetheragy control program,andno changego the proceduresisedby therapistsat the treatment
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Project phase Sessions Changes
Name | Environment | Begun | Days | Fields | total | errors
Demonstration | Desktop workstation Oct 1996 — — | 965 126
Simulation Single-board computer Jan 1998 — — | 742 57
Evaluation Therapy machine Feb 1998 42 582 " 27
Acceptance test | Therapy machine Apr 1999 21 403 91 8
Initial use Therapy machine Jul 1999 91| 2015 35 6
Routine use Therapy machine Nov 1999 | 370 | 7165 30 4
— Apr 2001

Table3: Experiencaluringtestinganduse

planningworkstationsor thetheragy console.

Recentlywe replacedoth PLCswith newer modelsthatuseEthernetinsteadof RS232)anda dif-
ferentcommandorotocol. This requiredchangingfour sourcefilesin thetheragy controlprogram.

8.2 Error detectionand correction

The numberof errorsdiscoreredandcorrectechasdeclinedin eachprojectstage(Table3). Eight
errorswerediscoreredduringacceptancéesting. Tenerrorsescapedietectionduringdevelopment
andwerediscoreredby therapistsor physicistsduring actualuse. At this writing no errorshave
beendiscoreredin the last eight months;this suggestshe programis now nearlyerror free. The
programhasa deliverederror densityof 10/15,786 Jessthanoneerror perthousandines of code
(KLOC). Typical commercialsoftware productsare deliveredwith oneto ten errors/KLOC|2].

We deliveredour earliertreatmentplanningsystemwith 2.1 errors/KLOC[20]. In thatprojectwe
alsouseddetailedproserequirementsandthoroughtesting(but no automatedestscripts),sowe
concludethatformal methodsand ( andpossiblytestautomation)contritutedto the improvement
in quality.

Our efforts to prevent errorsconcentratean preventingthe mostseriousincidents: settingup the
machineincorrectly or disablingthe machineso it could not completea treatment. No suchin-
cidentshave occurredduring acceptancéestingor use. The mostseriousincidentsthatdid occur
involvedrecordkeepingwherethe programrecordedhewrongnumberof treatment®r thewrong
dosein the in-memorydose-to-dateecords. Therapistaoticedthe errorson the first daywhena
discrepang appearedthey alsocould have beendiscoreredby reviewing treatmentecords).

On several occasionghe programhashaltedspontaneouslycrashed. Threesuchincidentsoc-
curredduring power or network disturbancesTwelve occuredat the endof arun, shortly afterthe
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beamturnsoff. This suggestsa programmingerror but we have not discoreredit (theseincidents
occurlessthanoncea month,lessthanonceevery 770fields). Suchincidentswereanticipatedn
the systemdesign. Therewas no hazardand operationgesumedpromptly andwithout difficulty
whentheprogramwasrestarted.

9 Conclusions

A theraly machinecontrol systemcanbe constructedargely from standardvendorindependent
hardware and software componentonnectedoy a network. This easeslevelopmentand main-
tenanceand postpone®bsolescenceOperationscan be maderobust and safedespiteoccasional
failuresin the network or individual components.

A modernradiationtheraly machinecanhave a simpleand efficient userinterface, provided that
designergay carefulattentionto the operators'tasks,sothey caneliminateunnecessargtepsand
distractingelements.

Separatingontrol functionsfrom datamanagemenfunctionsmakesit possibleto write a control
programwhichis small,fast,andfeasibleto analyzethoroughly

Closeintegrationwith the treatmentplanningsystemtogethemwith automatedecordkeepingcan
helpensureaccurateandcorrecttreatmentsProviding eachfield with the sameuniqueidentifierin
treatmenfplanning,machinesetup,andtreatmentecordsmakesit possibleto checkfor errorsby
comparingsuccessie stepsin thetreatmenfprocessrom planningthroughdelivery. Much of this
checkingcould be performedautomatically

Formal software developmentmethodsincluding automatedanalysesanassistin creatinga con-
cise, correctdesignand can help prevent and detectprogrammingerrors. Formal methodshave
potentialfor introducingadditionalautomationinto the developmentprocesghat might save time
andimprove quality furthet
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(drawving goeshere)

Figure3: Neutrontheraly machine
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GANTRY FILTER LEAF DOSIMETRY ROOM PROTON
COUCH WEDGE COLLIMATOR INTERLOCKS BEAM

2458 Stencil, Herbert L-30-AT130-S

THERAPY FIELDS

FIELD NAME TRANSFERRED BY STATUS FRAC MU/F TOTAL MU

L-25-P T1 (Ipo) 13-Jul1-1999 laura 4/5 47 188/235

L-30-A T1 30-S 13-Jul-1999 laura 3/5 47 141/235

R-35-P T1 10-I 13-Jul-1999 laura 3/5 58 174/290

R-45-A T2 (Rac) 1-Ju1-1999 jon 9/9 74 667/666

S-20-R T2 vertex 1-Jul-1999 jon 9/9 47 423/423

5-45-L T2 vertex 1-Jul-1999 jon 9/9 79 712/711

STATUS E: Exceeded C: Completed S: Superceded F: Film field

on __|zream sz

Figure4: Fieldlist screen
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GANTRY FILTER LEAF DOSIMETRY ROOM PROTON
COUCH WEDGE COLLIMATOR INTERLOCKS BEAM

2458 Stencil, Herbert S5-20-R T2 vertex

FIELD SUMMARY

NAME STATUS PRESCRIBED ACTUAL MOTION L/A MOTION D/E
DOSIMETRY NOT READY 24.0 MU

GANTRY 270.0 deg 270.2 deg DISABLED

COLLIMATOR 270.0 deg 269.8 deg DISABLED

WEDGE TYPE 30 deg 30 deg DISABLED

WEDGE ROT 0deg 0deg DISABLED

FILTER LARGE LARGE DISABLED

LEAVES NOT READY ENABLED

AUTO SETUP
08-JUL-1995 17:37:59

Figure5: Summaryscreen
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GANTRY FILTER LEAF DOSIMETRY ROOM
COUCH WEDGE COLLIMATOR INTERLOCKS

PROTON
BEAM

2458 Stencil, Herbert

S5-45-L T2 vertex

LEAF COLLIMATOR

# |PRESCR | ACTUAL COLLIMATOR NOT READY PRESCR #
9 | 0.00 cm | 0.03 cm 0.00 cm | 39
8 | 0.00 0.08 0.00 38
7 | 0.00 0.03 0.00 37
6 | 0.00 -0.02 0.00 36
S | 0.00 0.14 0.00 35
4 |-1.00 —0.09 2.50 34
3 |-4.00 —5.96 3.00 33
2 |-4.50 —6.52 3.00 32
1[-480 —6.43 3.00 31
0 |-4.80 —6.12 1.30 30
10 [-4.80 —5.97 1.30 20
11 [-4.80 —3.05 1.40 21
12 [-4.60 -3.96 1.80 22
13 [-3.00 —0.06 3.20 23
14 [-1.50 —0.05 2.80 24
15 | 0.00 -0.05 0.00 25
16 | 0.00 0.00 0.00 26
17 | 0.00 0.00 0.00 27
18 | 0.00 0.04 0.00 28
19 | 0.00 -0.04 0.00 29

08-JUL-1999 175540

Figure6: Leafcollimatorscreen
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GANTRY
COUCH

FILTER LEAF DOSIMETRY
WEDGE COLLIMATOR

ROOM
INTERLOCKS

Figure7: Dosecalibrationscreen
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EXPERIMENT: 1 Square fields 10.0 cm square field
DOSIMETRY CALIBRATION
P/T MODE AUTOMATIC FACTOR AUTOMATIC
XCFACT 32000
FACTOR AUTOMATIC MANUAL Y¥CFACT —20000
XRFACT 1000
PRESSURE 1022.8 mbar 1022.6 mbar YRFACT 1000
TEMPERATURE 221C 22.3C IS S HSH 8599
MINRSET 0
P/T FACTOR 0.991 0.992 IONFAC 5000
SERVMIN 0
CAL GAIN 1 696 696 SERVMAX 5
CAL GAIN 2 717 716 LOIRIFAG -1
HIGHFAC 32000
DOSE RATE 60.0 MU/min DOSE R. TIME WIN. 10 SEC
LOW DOSE R. FCT. 0.1
TIME FACTCR 1.60 CAL GAIN 1 830
CAL GAIN 2 710
RIRSTANUS OK DOSE RATE 50.0 MUfmin
PiT ENTERED 19-0CT-1999 13:07:51 TIME FACTOR 1.50
PRESS DIFF TOL 1.0 mbar
LAST FILE UPDATE risler 16-Jul-1899 PIT DEADLINE 1 HOURS

fn ___[w-ocTmisoe

PROTON
BEAM



