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Honeynet Inspector

= Background
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What is it?

= Set of Perl CGI Scripts
* Firewall/IDS Logs
= MySQL IDS
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How it Works

» Fisq script imports firewall logs

= IDS(Snort) logs to the DB

» IDS(Snort) also records traffic in pcap format
» [nspector drills down using all of these
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Inspector High Level

= Shows connections and drill down options

» 4 methods of alerting
» Packet Count
= Connection size (byte)
» IDS(Snort) alerts
* Inbound/Outbound
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Drilling Down

= Connection View

= Arin/whois/dig lookup
= Snort alerts

= pOf

= Plugins
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Plugins

* Honey Extractor
* |RC View
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Advantages

= Quick
= Easily extendable

* High chance of detecting activity
= \Web based
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Disadvantages

= Not scalable
= Not very nice looking
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Future

= Perl module

= Nicer interface

= Graphing

= Customizable Report Engine
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Questions?
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Enterprise Security Console

Jeff Dell
Activeworx, Inc.
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Speaker

= Jeff Dell, Florida Honeynet Project

* Florida Honeynet: Responsible Network
Forensics

= Honeynet Alliance: Central Database
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Problem

= How do we look at different datasets from different
data sources and correlate the information?




— T H E H ONEYNET P R OJETCT

1st Problem

The Data
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FW Logs

Jan 8 @8:408:47 laptop kernel: IHBOUNMD TCP: IH=br8® PHYSIH=eth@ OUT=br8 PHYSO0UT=uvmnetd

SRC=61.214

-4.168 D3T=18.1.1.185 LEH=48 TOS=8x08 PREC=0x88 TTL=119 ID=38468 DF PROTO=TCP SPT=61216 DPT=139

WINDOW=1638Y4 RES=8x88 SYH URGF=8

Jan 8 @88:47:42 laptop Kernel: IHBOUHMD TCP: IM=br8® PHYSIH=eth@ OUT=br8 PHYSO0UT=vmnetd
L5 .92 DET=18.1.1.161 LEN=48 TOS=8x0680 PREC=06x88 TTL=113 ID=48575 DF PROTO=TCP SPT=4419
INDOW=1638Y4 RES=8x88 SYH URGF=8

Jan 8 @88:47:42 laptop Kkernel: IHBOUHMD TCP: IM=br8® PHYSIH=eth@ OUT=br8 PHYSO0UT=vmnetd
LE.D2 DET=18.1.1.163 LEN=48 TOS=8x00 PREC=0x88 TTL=113 ID=48581 DF PROTO=TCP SPT=4421
INDOW=1638Y4 RES=8x88 SYH URGF=8

Jan 8 @88:47:42 laptop Kkernel: IHBOUHMD TCP: IM=br8® PHYSIH=eth@ OUT=br8 PHYSO0UT=vmnetd
L5 .92 DET=18.1.1.16% LEN=48 TOS=08x080 PREC=06x88 TTL=113 ID=48582 DF PROTO=TCP SPT=4422
INDOW=1638Y4 RES=8x88 SYH URGF=8

Jan 8 @88:47:42 laptop kernel: IHBOUNMD TCP: IM=br8® PHYSIH=eth@ OUT=br8 PHYSO0UT=vmnetd
L5 .92 DET=18.1.1.165 LEN=48 TOS=08x0680 PREC=06x88 TTL=113 ID=48584 DF PROTO=TCP SPT=4423
INDOW=1638Y4 RES=8x88 SYH URGF=8

Jan 8 @88:47:42 laptop kernel: IHBOUHMD TCP: IM=br8® PHYSIH=eth@ OUT=br8 PHYSO0UT=vmnetd
L5 .92 DET=18.1.1.161 LEN=48 TOS=8x0680 PREC=06x88 TTL=113 ID=48595 DF PROTO=TCP SPT=4419
INDOW=1638Y4 RES=8x88 SYH URGF=8

Jan 8 @8:47:42 laptop Kernel: IHBOUWD TCP: IH=hrBlPH?SIH=ethB ouT=bra PHE%DUT=umnet1
L5 .02 DET=18.1.1.16% LEN=48 TOS=08x060 PREC=06x88 TTL=113 ID=48599 DF PROTO=TCP SPT=4422
INDOW=1638Y4 RES=8x88 SYH URGF=8

16,51

SRC=64.83.
DPT=1433 W

SRC=64.83.
DPT=1433 W

SRC=64.83.
DPT=1433 W

SRC=64.83.
DPT=1433 W

SRC=64.83.
DPT=1433 W

SRC=64.83.
DPT=1433 W

2%
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Snort Logs

ﬂ**] [1:482:4] ICHP Destination Unreachable {Port Unreachable) [=#]
[Classification: HMisc activity] [Priority: 3]

81/87-61:89:59_934936 16.1.1.161 -> 152.36.76.186

ICMP TTL:255 TOS:8xCA ID:33876 IpLen:28 DgmlLen:186

Type:3 Code:3 DESTIMATION UHNREACHABLE: PORT UHREACHABLE

=% ORIGINAL DATAGRAM DUMP:

152.36.76.186:1829 -> 18.1.1.181:137

UDP TTL:117 TDS:8x8 ID:637083 IpLen:28 DgmLen:78

Len: 58

=% EHD OF DUHP

[#*] [1:482:4] ICHP Destination Unreachable (Port Unreachable) [#x]
[Classification: HMisc activity] [Priority: 3]

81/87-61:18:88.232824 16.1.1.1683 -> 152.36.76.186

ICHP TTL:255 TOS:8x8 ID:43897 IpLen:28 DgmLen:186 DF

Type:3 Code:3 DESTINATION UHREACHABLE: PORT UHREACHABLE

=% ORIGINAL DATAGRAM DUMP:

152.36.76.186:1829 -> 18.1.1.183:137

UDP TTL:117 TODS:8x8 ID:64215 IpLen:28 DgmLen:78

Len: 58

=% EHND OF DUHP

[#*] [1:482:4] ICHP Destination Unreachable (Port Unreachable) [#x]
[Classification: HMisc activity] [Priority: 3]
01/87-61:10:00.386448 18.1.1.1684 -> 152.36.76.186
ICMP TTL:255 TOS:8x8 ID:-47881 IpLen:z28 DgmlLen:56
Type:3 Code:3 DESTIMATION UHREACHABLE: PORT UHREACHABLE
=% ORIGINAL DATAGRAM DUMP:
152.36.76.186:1829 -> 18.1.1.184:137
UDP TTL:117 TODS:8x8 ID:64471 IpLen:28 DgmLen:58
Len: 58
=% EHND OF DUHP
1,1 Top
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TCPDump

A1.-19-21:34:12 154941 B:58:56:CA:1:280 -> FF:FF:FF:FF:FF:FF type:Bx888 len:B@xFA
i@.1.1.185:138 —> 18.1.1.255:138 UDP TTL:128 TOS:8xB ID:2448 IpLen:28 DgmLen:236

SR T 1
42 HEJEMEMEJEBEMCAC
41 ACACACACACACAARN .
4E ABACFPFPENFDECF
La CEPFHFDEFFPFPACH
(5]5] B..SMBx.........
(0]5]
G]5]
5]0]
49
na
(5]5]
4c

TOS:0x@ ID:2441 IpLen:28 DgmLen:?78

85 7B 81 18 90 91 68 G0 A0 B8 A0 A0 28 45 4E 46
44 45 49 45 5@ 45 4E 45 46 43 41 43 41 43 41 43 DEIEPENMEFCACACAC
E 41 43 41 43 41 43 41 43 41 42 4C 88 68 28 ACACACACACABL..

85 7B 81 18 90 91 68 G0 B0 B8 A0 BAO @ 45 4E 46
14 45 49 45 5@ 45 4E 45 46 43 41 43 41 43 41 43 DEIEPENEFCACACAC
E 41 43 41 43 41 43 41 43 41 42 4C 88 68 28 ACACACACACABL..
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2"9 Problem

Data Sources
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Different Data Sources

External IDS

Internal IDS
Internal Syslog
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Solution

= Centralizing Honeynet Data
» Enterprise Security Console to view data
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Data Centralization

IDS Logs Firewall Logs System Logs TCPDump Logs

~\

Centralized Database
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What Next?

>

2
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Enterprise Security Console

= Advantages
= Easy to View Data
= Very flexible and powerful GUI
» Strong Data Correlation Capabillities
= Built with Honeynets in mind

= Disadvantages
* Windows 2000/XP Only
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Enterprise Security Console

= Console to view Databases
» Fully Database Driven
= Supports multiple ESC Databases
= Supports multiple Data Databases

TCPDump Database

(-

ESC Database
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Types of Data

= Firewall Logs

= Snort IDS Logs

= TCPDump Logs

= Syslog

* Prelude (Hybrid IDS)
= Others...




E H ONTETYNET P R OJETCT

Easy to View Data

Enterprise Security Console E]@
File Wiew Options Help
N Il - P2 G W R E T A S|
a il
= {3l topdump = [ Firewal
1 Iﬁ Senzors + -|§ Firewallz
+)[5) Unique Sessions | Eyent D TimeStamp SiclP Sic Port +3d) Status Firewall Top 10 Destination Port's N\ 134
#-{4] List Events 21:29682  1/20/20036:5345P 20818999124 3255 - Protocal 1433
+ 1) Graphs 21:29678  1/20/20036:53.44P 20818999124 3254 7, ) Direalion 15.28%
21:29676  1/20/20036:53.44P 20818999124 3253 : E.f.. g':t:g \ 139
@ 21:20858  1/20/20036:4910P 20210836163 31037 i SioPot 445
L 21:29627  1/20/2003E4627F 20210836163 31014 o & DstPat 20
TCFDump 2129638 1/20/200364627F 20210836163 31015 218 Graphs
2129622 1/20/2003E4E26F 20210836163 31013 Ackin Alerts 21
[21:23430  [1/20/2003 6:4413P [202108.36.163 [ 31011 135
R |2T:23428 [1/20/2003 6:4412F 20210836163 | 1010
Administration 21:29426 1/20/2003 64411 P 20210836163 31009 NO
21:29399  1/20/20036:4306P 20210836163 30850 N 443
Q 21:20405  1/20/20036:4306P 20210836163 30851 53
Resources 21:29389  1/20/20036:4259P 20210836163 947
21:29382  1/20/2003 64258 P 20210836163 30834 33557
21:29353  1/20/20036:3254P 20210836163 15133 =
21:29343  1/20/20036:3254P 20210836163 15132 EentiD Eoun! ~
2129351 1/20/20036:3254P 20210836163 15134 137 258 ]
21:29326 1/20/2003 6:11:22P 20210686155 2653 1433 247
.< ) . >. qu LAnanT 4NN NAAN ELESLES B SR a0 A nE 40 EFTS 139 2m
- 445 143
Ewver an
3 1DS View =Jo&d
= a snort P Event Mame Senzor | First Event Last Event | Count
4 Sensors & ATTACK-RESPOMSES id check retumed userid Kanga 19620108 00050103 &
4 = fj} ICMP Destination Unreachable [Port Unreachable] Fanga 13:5301-08 18110120 161
1 il E'rsafh‘f”ts 7\ RPT portmap status request UDP Kanga (4200109 04290109 2
ﬂ RPC STATD UDP stat mon_name format sting exploit attempt kanga 04:2901-09 04290109 2
& SCAN Prosy [(8080] atternpt Kanga 19670108 23290119 9
& SCAM SOCKS Proxy attempt Kanga 1967 01-08 04250120 11
& SCAM Squid Prosy attempt Kanga 19570108 23290118 21
1ﬂ Fireweall EL DS Wiew [3 TCPDump Filker: Mo Filker ~ User: admin /E local
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Data Search Correlation

» Correlate between any the following data types:
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Data Correlation (Cont)

= View Firewall Logs
= Advantages
= Easy
» Fast
* Have some interesting information

* Disadvantages
= | imited information

Ewvent D Huostname Time5Stamp Direction Statuz | Protocol - Src Port Dzt IP
36191 ron-0014a 04:29:24 11-20  Inbound Fermit  top 2104 101.1.104
36190 roc-001 2 0423200120 |Inbound  |Pemmit [tcp | 54543 | 10.1.1.104
FE189 roo-007a 04:2317 01-20  Inbound Ferrmt  top h2831 10.1.1.104

J3E183 ron-001a 04: 2316 01-20  Inbound Fermmit  top 12133 10.1.1.104

Dzt Port
128
a0an

an

a0
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Data Correlation (Cont)

= View IDS Logs

= Advantages
= More interesting events
= Alert on attacks
» Disadvantages
= Does not pick up all attacks
*= Only see a single packet

Event 1D F Event Hame Protocol Sic IP Sz Port Dzt IP Dzt Port Sensor Time5tamp
1:1:1580 ﬂ SCAM Squid Prosy attempt TCP 138.121.23.4 27104 1011104 128 k.anga 232924019 ¢
1:1:149 & SCAM Prosy [B080) attemp TCP 138121234 R4h43 10011104 a0s0 k.anga 2323:2001-19
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Data Correlation (Cont)

= TCPDump Logs

= Advantages
= All packets

» Disadvantages
= Lots of data

Ewvent D TimeStamp Praotocol Src P Src Port Dt IP Dt Port
fA1 24284 2323161014 TCP 138121.22.4 12133 1011104 al 3
21:24300 232316M-149 TCRP 101.1.104 an 138121234 12133
21:2430 232517 M-149 TCP 138121.22.4 12133 1011104 an
21:24302 232317 M-149 TCRP 138121.22.4 haad 101.1.104 an
21:24303 232317 M-149 TCP 101.1.104 an 138.121.23.4 h2ad
&1:24304 2325%18M-149 TCR 138121.22.4 5aaal 101.1.104 an
21:24305 232318 M-149 TCP 138121.22.4 haad 101.1.104 an
21:24306 232318 M-149 TCRP 101.1.104 an 138121234 h2ad
21:24307 232318M-149 TCP 10.1.1.104 a0 138.121.23.4 hz2ad
21:24308 232519 M-149 TCP 138121.232.4 h2a31 101.1.104 an
21:24309 2325320M-149 TCP 138121.22.4 haad 101.1.104 an
21:2410 232520M-149 TCRP 138121.22.4 haad 101.1.104 an
21:24311 2325:20M-149 TCP 138121.22.4 54543 1011104 anan
212412 232520M-149 TCRP 101.1.104 anan 138121234 54543
2712413 232324 M43 TCP 138121.22.4 2704 1011104 Hz2a
21:24314 232524M-149 TCR 101.1.104 Nnza 138.121.23.4 27104
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Data Decode

= Full Packet Decode

2 Payload Decoder - 60 Packets (29 Hidden) M=%
—
F

Ewent D Pavload
21:29546 #1./bin<h
P&TH=/shin: fuers shirn: /binc Ausr/bing Auzidocal/bin
export PATH
Liname -alarep pc;
F$7= Di%hen
e Avardspmoldlpdtmpd* Avold-po Aeardspooldlptmpd” Avold = Adewdnull 2381
ey Atmpdvald-pe Atmpdvald = Adewdnull 2381

i
chmod 755 Ampdvold > /dev/nul

2:1:29548 [ 2:E1

chmod 7585 Mvardspoal/lpdtmps™ fvold > Adevnull 2381

touch -r fusr/sbindvold AmpAvold = /devdnull 2x%1

touch -r fusr/shindvold Meardzpoaldlpdtrnpsd™Aeold > Adevdnull 2381

kill -9 "ps -eflgrep "Ausi/shindvaldlawk Yprint $21° > Adevinull 2341

my fuzsrsbindvold Asbindvod > Ades/null 2581 myv Ampdvold Ausrdsbindvold = fdevdnull 2:81
ey Avardspooldlpdtmpd” feold Ausrdsbindvald > Adesw Aol 2381

chown birgys Ausrdshindvold » Adevdnull 2381

Augrdshindvold > Adew/null 2351 &

chrod 000 Ausr/libddmid snmpesdmid chmod 000 Ausrdib/fs/cachets/cachefzd

cat Jetcdinetd.conflgrep -v fingerlgrep -+ dtsp »1

mw 1 Jetcdinetd.cont

kill -HUF “pz -eflgrep inetdawk Yprint $21° » Adewdnull 2341

kill -9 ps -eflgrep hackerlawk, Sprint $21° > Adewdnoll 2341

detedinit. ddinit dmi stop > Adesvdnull 2251

gleep 10;

cat Mvarfadmémessageslarep v cachefsdlgrep -v snmplarep -+ dmilarep -v hackerlarep -+ loginlgrep -
inetdlgrep - sendmaillarep -v Ip >1

mw 1 Mvarndadm/mezsages

rmn -if "arep root fetc/pazswdl/bindawk -F: Yprint $6}Hhead 172 thasts Ampdst.sh Avartspoal/lptmps”
rddevdnull 2x 81

e Atmpd cshre £ oshre > Adesdnull 2381
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IRC Decode

= Full IRC PrivMsg Decode

Ewent D
21:5033 # DiCapno :kjdfsd nick bomborica

Payload

21:5451 _DiCaprio ; sedsdf45E nick HeRcULeS

2:1:5690 # DiCaprio:lzeen [ d___]

£1:56393 f DiCaprio ([ d__] [dicat@]B5-227-73-156.client.dzl.net] waz last zeen quitting Ffrom
# dicaprio 5 hourz, 49 minutes ago stating [Read error; EQF from client).

21:5857 #_DiCaprio :halazan nick king

21:5871 H_DiCaprio :bau-ma nick king




E H ONTETYNET

P R OJETCT

Packet Analysis

£

EventInfomation | Src 1P Info | Dst P Info

Senzor Mame: | Kanga Interface : | File Ewvent|D ;| 1:1:52 47
Classification : | bad-unknown Time ; | Q0:05:00 071-09 @
Priarity : | 2 Revision: | 4 [_h
IP Header
Version | HdrLength| TOS | Length] 1D | Flags | oOffset | TTL | chksum |
4 ] o 100 15356 0 1] B4 53580
Source [P Address | Destination IP Address |
10.1.1.101 213.64.30.141
Source Hostname | Destination Hostname |
Unable to resolve address h141n1flx310839.telia.com
Optiong |
TCP Header
Sic F'ort| Dzt F'u:nrtl Seq Mum | Ack Number | Offzet | Flags | Wfindow | RP |
443 1751 841307342 30214359162 8 AP 8576 o
Options

uid=48[apache] gid=48[apache] groups=48[apache]

Payload

Decoded Payload
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Flexible/Powerful GUI

= Actions speak louder then words:




— T H E H ONEYNET P R OJETCT

Future

* |ncrease functionality
= Reporting
= Passive Application Fingerprinting
» |[ncrease Search Capabilities
= Extend Data Correlation Capabilities
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Summary

» Enterprise Security Console open up Security
Analysis and makes our jobs easier

» Uses existing databases
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Questions?

I[Q 21

olw |
&)1
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More information:

= Web:
http://www.activeworx.com

= Email:
jdell@activeworx.com




